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AyTeHTHduKams

beszonacHocTs nHpoOpMau

T'ocynapcrBennas
nH(pOpPMaAIIMOHHAS CUCTEMA

Hoctyn k uapopmanuu

HoctynHocTh

3amuTa nHpOpMaLUH
OTHECAHKIITMOHUPOBAHHOTO
JocTyna

3ammmaemast HHGOpMaIUs

Wnertudukanms

WNnpopmanmonHas cucrema

HNHdopmaiimoHHble pecypcsl

WNHdopmaimonHble
TEXHOJIOTHH

WNudopmarnus

KonTponupyemas 30Ha

KondunenmansHOCTh

TEPMUWHBbBI U OITPEJIEJTEHUA

JleficTBusl 10 TpOBEpPKE TMOMJIMHHOCTH CyOBEKTa
J0cTymna B MHQOPMAIIMOHHON CHCTEME

CocTosiHME  3alIMINEHHOCTH  HH(pOpMaLuu, IpH
KOTOPOM OO€CTeueHbl €€ KOH(PUIACHIIMATLHOCTD, TOCTYITHOCTD
U 1IEJIOCTHOCTh

WudopmanmonHasi cuUCTeMa, co3JaBaeMas B IENAX
pealu3aluy  TOJHOMOYUM  TOCYIapCTBEHHBIX  OpPraHOB
u obecrieueHuss oOMeHa wuHpoOpMaLMEHd MEXAYy OSTHUMH
OpraHami, a TaKkK€ B MHBIX YCTAHOBJIEHHBIX (perepabHbIMU
3aKOHAMHU IIEJISIX

Bo3MoxHOCT  mONydyeHUss UHPOpPMALUM U ee
WCTIOJIb30BaHHMS

CocrosiHue uHpopmManu, XapaKkTepu3yemoe
CIOCOOHOCTBIO TEXHUYECKHX CPEACTB M HH(OPMALMOHHBIX
TEXHOJIOTMH obecreunBarh OECHpPENATCTBEHHbIH JOCTYN K
nHpOpMaUU CYyObEKTOB, UMEIOIUX HA 3TO MOTHOMOYUS

3amuta uHpopmaiuuy, HarpaBJIeHHAs Ha
MPEIOTBPAIICHAE TOTYYCHHS 3alUIaeMoil  MHQPOpMAIHH
3aMHTEPECOBAHHBIMU cyObeKTamMu c HapylIeHUEM
YCTaHOBJICHHBIX HOPMaTHUBHBIMU

U TPaBOBBIMH JOKYMEHTaMH (aKTaMu) WU OO0NaJaTessiMU
nHGOpPMALMU TIPAaB WM TPaBWI pPasTpaHUYEHUS IOCTyNa K
3aIuIaeMon HHpopMaluu

WNudopmarus, SIBJISIFOIIIASICS IpeaIMeToOM
COOCTBEHHOCTH U TMOJUIeKallasi 3alluTe B COOTBETCTBUU C
TpeOOBaHUSMH TPABOBBIX JOKYMEHTOB WJIH TPEeOOBaHUSIMH,
yCTaHABIMBAEMBbIMU COOCTBEHHUKOM MH(pOpMAITIN

[IpucBoeHne cyObekTaM ©  OOBEKTaM JIOCTyIa
uaeHTupukaropa u (WIM) CpaBHEHUE MPEABABISIEMOIO
uaeHTU(UKATOpa c nepevyHeM MIPUCBOCHHBIX
UACHTU(PUKATOPOB

COBOKYIHOCTh  conepikalleiicss B 0a3ax JaHHBIX
uHbopMaMu M obOecreyuBarOIUX  ee  00paboTKy
MH(POPMALIMOHHBIX TEXHOJIIOTUH M TEXHUYECKUX CPECTB

OTnenbHblE JOKYMEHTBI W OTJEJNbHBIE MAacCUBBI
JOKYMEHTOB,  JIOKyMEHTBl M  MAacCHUBbl  JIOKYMEHTOB,
cofieprkairecs: B MHQOPMAITMOHHBIX cUcTeMaxX (OMOMMoTeKax,
apxuBax, ¢oHIax, OaHKaX JaHHBIX, MH(OPMALIMOHHBIX
CUCTEMax JIpyTruX BHUJIOB)

[Tpomeccbl, MeTonasl MOHMCKa, cOopa, XpaHEHHs,
00paboTKH, NpeaoCTaBICHUS, pacCIpOCTPaHEHHUsI HHPOpMALIUU
U CTIOCOOBI OCYILIECTBICHUS TAKHX MPOLIECCOB U METOJIOB

Ceenennsi  (cooOIIeHUs, JJaHHBIE) HE3aBHUCHUMO
OT (OPMBI UX MPEICTABICHUS

[IpocTpancTBO (TEppUTOpPHS, 3AaHHUE, YACTh 3AHUSA),
B KOTOPOM HCKIJIIOYEHO HEKOHTPOJIHpPYeMOe MpeObIBaHUE JIUII,
HE HMEIOIUX TIOCTOSIHHOTO WM Pa30BOTr0 JOMycKa, H
MIOCTOPOHHUX TPAHCIIOPTHBIX CPEACTB

O0s13aTenbHOE TS BBITIOHEHHSI JIUIIOM, TTOTYYHBIITAM
JOCTYIl K OmNpeAereHHoM wuHdopMmanuu, TpeOoBaHHE HE
nepenaBarb Takyld HMHQOpPMALMIO TpeTbUM JHlaM 0e3



O6paboTka mepcoOHATBHBIX
JAaHHBIX

Omneparop

HCpCOHaJ'IBHI)IG JaHHBIC

VYrpo3za 6e3omacHocTu

uHpopmaruu

VA3BUMOCTBH

[lenocTHOCTH

cornacus ee obmamarens

JeticTBusl (omepanuu) ¢ TMEPCOHATBLHBIMU JTAHHBIMH,
BKJIFOYas cOOp, CHUCTEMaTH3allfio, HAKOIUICHUE, XpaHEHHE,
yTOuHeHHEe (OOHOBJICHHWE, W3MEHEHHUE), HCIIOJIb30BaHUE,
pacmpocTpaHeHue (B TOM 4YHCIE Iepenady), o0e3IrMurBaHue,
OJIOKMPOBaHUE, YHUYTOKCHHUE TIEPCOHATBHBIX JTaHHBIX

rpaXkIaHUH WIn IOpPUUYECKOE JMILIO,
OCYLIECTBIIAIONINE  JEATEIBHOCTh 10  OKCIUTyaTalluH
nH(OPMALMOHHOM CUCTEMBI,

B TOM 4YHCIe MO 00paboTke HH(OpMAIUHU, COAepKaIIeHCs
B ee 0a3ax JaHHBIX

JIrobass mH(DOpManMs, OTHOCSIIASACS K TPSAMO HIIU
KOCBEHHO OIPEICICHHOMY WJIH OMPEAeieMOMY (PU3UIECKOMY
JUILY

COBOKYIMHOCTh yCIOBHA © (DaKTOPOB, CO3JAIOIIIX

MIOTEHLIUATIBLHYIO WIH peanbHO CYIIECTBYIOIIYIO
OMAaCHOCTh, CBSI3aHHYIO C YTEUKOM WH(POpPMAIUU W/WIN
HECaHKIIMOHUPOBAaHHBIMU u/uim HenpeIHaMepEeHHbIMU
BO3JIEHUCTBUSIMU Ha Hee

Henocrarok (cmabocTsp) IIPOrpaMMHOTO

(IpOrpaMMHOTEXHHUYECKOTO) CPEACTBA WM WH(POPMAITMOHHON
CHUCTEMBbl B TIICJIOM, KOTOPBIA (KOTOpas) MOXET OBITh
WCIONIb30BaHA  JUIS  peaju3aluud  yrpo3  0e3011acCHOCTH
nHpopMaIuu

YeTounBOCTH UHPOPMAITIH K
HECaHKIIMOHUPOBAHHOMY WJIHM CIy4yailHOMY BO3JIEWUCTBUIO Ha
HEee B Iporecce 00pabOTKM TEXHUUYECKUMHU CpEIACTBAMHU,
pe3yabTaTOM  KOTOPOTO  MOXET OBIThb YHUYTOXKEHHE U
WCKa)keHHE WH(POPMALIUU



OBO3HAYEHUSA U COKPAIIIEHU A

TOCTP — T'ocynapctBennsliii crangapt Poccuiickoit denepanmu

[TonuTrka - [Tomutuka wuHpOpMarmoHHoi  Oe3omacHocTH  CaHKT-
[TerepOyprckoro  rocyapCTBEHHOTO YHUTAPHOTO MPEANPUSITHS
«Camnkr IletepOyprckuii ”HOOPMAIIMOHHO aHATUTHICCKUN LIEHTP»

I'BAOY n/c Ne32 — I'BIOY nerckmit cax Ne32 KOMOWHHUPOBAHHOTO BHIA
[Tpumopckoro paiiona Cankr-IlerepOypra

@®Cb Poccun - @enepanbHass  ciayxba  6e3omacHocTH  Poccuiickoit
denepanuu

OCTOK Poccun  — ®denepanpHas Ciyx0a MO TEXHHUYECKOMY U IKCIOPTHOMY

KOHTPOJIIO



4.1 OBIIMUE NOJIOXKXEHUA

Hacrosmas [lonuTuka siBisieTcst JOKYMEHTOM, OIPEEsIONINM HapaBieHUs! AeITeIbHOCTH
B olOmactu oOecrmedeHuss HWHPOPMAIMOHHONW  OE30MAaCHOCTH W MPEACTaBIsET  COOOM
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a/1au MHPOPMAIIMOHHOM 06€30MacCHOCTH, KaK OAHO WU
HECKOJIbKO TPaBWJI, MPOLEAYP, MPAKTUYCCKUX MPUEMOB U PYKOBOMSIIUX MPUHITUIIOB, KOTOPBHIMU
pykoBonactByeTcsi ['BJIOY n/c Ne32 [IIpumopckoro paiiona Cankr-IlerepOypra, a Takke
OpPTaHHU3AI[MOHHBIX, TEXHOJIOTHYECKUX U MPOIETYPHBIX aCMEKTOB obecreueHus nH(OpPMaInOHHON
0€30MacHOCTH.

[Monokenuss  Hacrosmiedt  [lomUTHKM  HE  pacIpoOCTpPaHSIOTCS Ha  oOecredeHue
nH(OPMAITMOHHON 0€30MaCHOCTH CBEICHUIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAMHY.

OcHoBHOM 3amaueii B oOmactu wuHPopmanmoHHOW Oe3zonmacHoct ['BJIOY n/c Ne32
[Tpumopckoro paiiona Cankr-lIletepOypra mnpu3HAeT COBEpIICHCTBOBAHHUE MEp U  CPEICTB
obecriedeHus 3amuThl HHGopMauu uHGopManuoHHBIX pecypcoB I'BIOY n/c Ne32 Ipumopckoro
paiiona Cankrt-IleTepOypra B KOHTEKCTE pa3BUTHsI 3aKOHOJaTelbcTBa Poccuiickoni denepanuu u
HOPM peryIupoBaHus WHGOPMAIIMOHHOHN JIEATEIBHOCTH B TEKYIIUX YCIOBHUSIX (YHKIIMOHUPOBAHUS
MH(OPMAITMOHHOTO TOJISL.

IIpu pazpabotke IlonUTUKN y4HUTHIBaIMCh OCHOBHBIC NPUHILMIIBI CO3JaHUS CUCTEM 3alUThI
uH(pOpMaIMM,  XapakTePUCTUKM U  BO3MOXXHOCTH  OpPraHMU3AllMOHHO-TEXHUYECKHX  Mep
U COBPEMEHHBIX ITPOrPaMMHBIX U allIapaTHO-NPOrPAMMHBIX CPEICTB 3aLIUThl UH()OPMALIUH.

B pamkax cBoeit nestensroctu ['BJJOY n/c Ne32 ITpumopckoro paitona Cankt-IlerepOypra
00s3yeTcsl TpEeNNpUHAMATh BCE BO3MOXKHBIE MeEphl IS 3aIIUTBl MHQOpPMAIMH OT YIpo3
06e30macHOCTH UH(OPMALIHH.

TpeboBanusi HHPOPMALMOHHONW OE30MACHOCTH, COOTBETCTBYIOT LIETSM JI€ATEIbHOCTH
I'BAOY n/c Ne32 Ilpumopckoro paiiona Caskrt-IletrepOypra m mpeaHasHaueHbl JJISI CHHKCHHUS
PHCKOB, CBSI3aHHBIX C peaiau3alueil yrpo3 6e30macHOCTH HHPOPMALIUH.

[Tonmutuka poctynmna Bcem pabotHukam ['BIIOY n/c Ne32 Ilpumopckoro paiioHa CaHkT-
IlerepOypra 1 BceM MOIb30BaTENSAM €r0 PECYPCOB.



4.2 TIEJIA U 3AJIAYM OBECIIEYEHUA UH®OPMAIIMOHHON BE3OIACHOCTHA

Cy0bekThl HHPOPMALMOHHBIN OTHOIIECHUI

CybObekramu 1pu  obOecrieueHnr uHpopmarmonHoi Oe3omacHoct B I'BJAOY na/c Ne32
ITpumopckoro paiiona Cankr-IlerepOypra sBistoTCA:

PabOTHUKU CTPYKTYPHBIX MOAPA3AeICHUN (B TOM YUCIIE YBOJICHHBIE);
rpaxaHe, paboTaroye no J0roBopaM rpak JaHCKO-IIPAaBOBOTO XapaKTepa,

dbusnyecKkue JMIa, TMPEACTABUTEIN KOHTPAreHTOB B paMKaxX WCIOJTHEHHS JOTOBOPHBIX
00513aTEIbCTB;

dbuszndeckue nwuia, noxasmme odpamenue B aapec ['BJIOY n/c Ne32 Ilpumopckoro paiioHa
Cankr-IlerepOypra;

IOPUIMYECKHE JIUIA, B paMKax WCIOJHEHUS JOTOBOPHBIX O0S3aTEeNbCTB MM BO WCIOJHCHHUH
TpeOOBaHMI CO CTOPOHBI 3aKOHOaTeNbcTBa Poccuiickoit denepanuu;

OpraHbl TOCY/IapCTBEHHOM BJIACTH.

O0bexkThI HHPOPMALMOHHBIX OTHOLLICHUH

O6bexkTamMu HH(GOPMAITMOHHBIX OTHOIICHUHN SBIISIOTCS:

uHpopmarmonnsie pecypcsl ['BJIOY n/c Ne32 ITpumopckoro paitona Cankt-IlerepOypra;

rOCylapCcTBEHHbIE  MH(OpPMAIMOHHBIE  cHUCTeMbl  OmneparopoM  KOTOPBIX  SIBJISIETCS
I'BAOY n/c Ne32 IMpumopckoro paiiona Cankr-IlerepOypra;

nporeccel  00paboTkn  wWHpopManuu B MH(DOPMAIMOHHBIX  cuUcTemMax  Komwurer,
UH(POPMAIIMOHHBIC TEXHOJOTMH, pENIaMEHTBhl M MPOUeayphl cOOpa, OOpabdOTKH, XpaHCHHUSI
U Tiepenadu HHQOpMaInu;

uHpOpMaMoHHass HMHQPACTPYKTypa, BKIIOYAIOMIass CHUCTEMBI OOpaOOTKHM, XpaHEHUs
U aHain3a HHGOpMAIHH, TPOTPAMMHBIC U IPOTPAMMHO-AINAPaTHBIC CPEJCTBA, B TOM YHCIIC KaHAJIBI
CBSI3U M TEJICKOMMYHHKALIUH;

CUCTEMBI M CPEJICTBA 3alTUTHI HHPOPMAIHH, OOBEKTHI U TIOMEIICHHS, B KOTOPHIX Pa3MEIICHBI
cpencTBa 00paboTKK HH(MOPMALIHH.

Hean odecneueHuss THPOPMAIMOHHOM 0€30MACHOCTH

OcHoBHOI 1enplo obecrnedeHuss uHpopMauonHoi ©Oe3onmacHocty ['BAOY  n/c Ne32
[Ipumopckoro paiiona Cankt-IletepOypra SBIAIOTCS JEHCTBUS HANpPaBJICHBl Ha JOCTHIXKEHUE
3alIUThl CYOBEKTOB MH(OPMALIMOHHBIX OTHOIIEHUH OT BO3MOXHOI'O HAHECEHUS] UM MaTepHaJIbHOTO,
($u3UYECKOro, MOPAJIBLHOTO WJIM MHOTO yIepOa, MOCPeCTBOM CIIY4aHOIO WM IpeJHaMEPEHHOro
BO3/IEHCTBHS HAa MH(OPMAIIHIO, B TOM YHUCIIE:

oOecrnieueHus OTKa30yCTOMUYMBOTO (YHKIIMOHUPOBAaHUS MIPOrpPaMMHBIX
u anmnaparHo-niporpaMMHbIX cpenctB ['BJIOY n/c Ne32 Ilpumopckoro paiiona Cankt-IlerepOypra u
MPEIOCTABIIIEMbIX CEPBHCOB;

COOJIIOZIEHUST TPAaBOBOTO pEeKMMa MHCIOJIb30BAHMS MAacCHUBOB M CPEICTB  00pabOTKH
UH(pOpMaIUY;

NPEAOTBPAIICHUsT pean3aluu  yrpo3 0e30MacHOCTH HH(GOpMalMU TNpH  OCYIIECTBICHUU
nesitenbHOCTH I'BIOY 11/c Ne32 IIpumopckoro paitona Cankr-IletepOypra.

3amaum odecneyeHnsi MHPOPMALMOHHOMN 0€30MACHOCTH

Joctmwkenue neneit obecreueHus: HHGOpMAIIMOHHON 0€30MacHOCTH U CBOMCTB MH(pOpPMAIUH,
I'BIOY n/c Ne32 Ilpumopckoro paiiona Cankt-IlerepOypra pemaercst CienyomuMy 3a1a4aMu:

3aLIUTHI OT HECAHKIIMOHUPOBAHHOTO JIO0CTYIa K MH(POPMAIIMOHHBIM pecypcam;

pasrpaHUYeHHs JOCTyMa MOJIb30BaTeNe K MHPOPMAIIMOHHBIM, alapaTHBIM, POrPAMMHBIM
U UHBIM pecypcam;

pEeTUCTpalli W TIEPUOAMYECKOTO KOHTPOJSI JEHCTBHH TONb30Bareiei mpu o0paboTke
3anUIaeMoi HH(GOpMaIK U EPHOANYECKII KOHTPOJIb KOPPEKTHOCTH MX JIEHCTBHIA;

KOHTPOJI HEJIOCTHOCTH CpeIbl HCIIOJIHEHHs IMPOrpaMM M €€ BOCCTAaHOBJEHHE B Cllydyae



HapyLICHUs;
obecricueHHsT ayTeHTH(QHUKAMA W WACHTU(HKAIMK  [OJNB30BaTeNICi,  Y4aCTBYIOLIHX
B MH(POPMAIIIOHHOM O0OMEHE;

obecrieueHus UCIIPaBHOCTHU MIPUMEHSIEMbIX B MH(OPMAITMOHHBIX cucremMax
I'BJIOY n/c Ne32 Ilpumopckoro paiiona Cankt-IlerepOypra cpeacTs 3amuThl HHGOPMAIINH,

CBOCBPEMEHHOTO BBISIBJICHHE KCTOYHUKOB yrpo3 ©Oe3omacHOCTH UHGOpMAlUK, MNPUYHH
U YCIOBHH, CIIOCOOCTBYIOIIMX  HAHECEHHMIO  ymepda  3aWHTEPEeCOBAHHBIM  CYOBEKTaM
MH(OPMAIIMOHHBIX OTHOIICHUH;

CO3/IaHHUEM CIIY’)KObl MOHUTOPHHIA M pPEarupoBaHUs Ha Yrpo3bl 0e30macHOCTH MHGOpMAIUH
Y HETaTUBHbBIE NIOCIIEACTBHUSI;

CO3/IaHHEM YCIIOBUH JUIsI MUHUMH3AIMK HAHOCHMOTO yliepOa HEePaBOMEPHBIMU JCHCTBUAMM,
W YCTpaHEHHE IOCJCACTBUI HapylieHus wHpopManmoHHoi Oe3zonmacHocTH B ['BJIOY n/c Ne32
ITpumopckoro paiiona Cankr-IlerepOypra.

Pemenne BwimenepeunciaeHnsix 3agad B ['BJIOY n/c Ne32 Ilpumopckoro paiiona CaHKT-
[TeTepOypra ocy1ecTBISETCS TIOCPEICTBOM:

ydeTa BceX MOUIeKAIINX 3alIuTe HH()OPMAIIMOHHBIX PECYpPCOB;

KYpPHAITMPOBAHHSI JCHCTBHUI MIEPCOHANA, OCYIIESCTRISIONETO 00CTY)KHBAHUE U MOIH(PUKAITUIO
MPOrPaMMHBIX U MPOTPaMMHO-ANNapaTHBIX CPEACTB MH(DOPMAIIMOHHBIX CUCTEM;

perTaMeHTaIuy POIEeCCOB 00paboTKN nHpopManmu, neicteuii pabotHukoB ['BJIOY n/c Ne32
[Tpumopckoro paiiona Cankrt-IlerepOypra, OCYIIECTBISIOMIMX SKCIUTYaTallUI0 MPOTPAMMHBIX U
MIPOrpaMMHO-aIIapaTHIX CPEIICTB, Ha OCHOBE YTBEPKICHHBIX OpraHU3alMOHHO-
pacmnopsiAUNTEIbHBIX TOKYMEHTOB I10 3allUTe WH(OpMAIUY;

HA3HA4YeHUs U MOATOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALIMIO U OCYILECTBICHHE
MeponpusITHii 10 obecnieueHuto nHpopmannonnoit 6ezomacuoctu B I'BJAOY a/c Ne32 IIpumopckoro
pationa Caunkr-IlerepOypra,

HAJICJICHUsI KaXI0ro pabOTHWKAa MHHUMAIBHO HEOOXOOMMBIMH MpaBaMH IpH  paboTe
B UH(POPMAIIMOHHON HHPPACTPYKTYpPE COMIACHO UX JOIKHOCTHBIM O0S13aHHOCTSIM;

cOOJIIO/IeHUs] BCEMU PaOOTHUKAMH, SKCIUTYaTUPYIOIUMHU U 00CIIY>KUBAIOIIUMHU IPOTrpaMMHbIE
U T[porpaMMHO-aNmnapaTHble  CPeACTBa, TpeOOBaHMH  OpPraHU3alMOHHO-PACHOPSAUTEIBHBIX
JIOKYMEHTOB I10 BOIIpocam o0ecriedeHus: UH(HOPMaIIMOHHON 0€30MMacHOCTH;

NEPCOHAIBHON OTBETCTBEHHOCTHIO KaXKIOr0 pabOOTHUKA 3a CBOM JIEHCTBHUS, YYAaCTBYIOIIETO
B paMKaX CBOMX (YHKIIMOHAJbHBIX O0S3aHHOCTEN B Mpolleccax aBTOMaTU3UpPOBAHHOW 00paboOTKu
UH(OPMAIIUN U UMEIOILET0 JOCTYII K pecypcaM HH(POPMAIIMOHHBIX CUCTEM;

peanu3anyeil TEXHOJOTHYECKHUX IpOLEecCOB 00pabOTKM HHGPOPMAIMM C MCIOIb30BAHUEM
KOMIUIEKCOB ~ OPraHM3allUOHHO-TEXHWYECKMX MEp  3allUThl MPOrpaMMHOro  oOecredeHus,
IPOTPaMMHO-aNTapaTHBIX CPENICTB;

OPUHATHS Mep M0 o0ecrneyeHuo (U3MUECKOl IEJOCTHOCTH IPOrpaMMHO-aNIapaTHbIX
CpeacTB MH(OPMAIMOHHBIX CHCTEM M TOAJIEP)KaHHEM HEO0OXOIUMOro YPOBHS 3alUILEHHOCTH
KOMIIOHEHTOB;

UCTIOJIb30BaHMsI MPOTPAMMHBIX W MPOrPaMMHO-ANIMapaTHBIX CPEACTB 3allUuThl HH(OpMalUn
oOpabareiBaeMoM B ['BJIOY ng/c  Ne32 Ilpumopckoro paiiona Caunkr-IlerepOypra u
aIMUHUCTPATUBHOMN MOJIEPKKON X UCIIOJIB30BAHUS;

KOHTpOJIA ~ COONIOAEHUS  TOJb30BaTeNsIMM  MH(DOPMAIMOHHBIX  CHCTEeM  TpeOoBaHMI
1o 00ecTeYeHnI0 HHPOPMAIIMOHHOM 0€30TTaCHOCTH;

npoBesieHus aHanu3a 3(Q(EKTUBHOCTH MPUHATHIX Mep 3allUThl HH(POPMALUU U IPUMEHSEMBIX
cpencts 3amuThl nHPopmanuu B ['BJIOY a/c Ne32 ITpumopckoro paiiona Cankt-IlerepOypra;

pa3paboTKu M peaju3aluu MNpeJJIOKeHUH IO COBEPIIEHCTBOBAHHUIO CHCTEM 3alllUThI
undopmaruu B ['BJIOY n/c Ne32 [Ipumopckoro paitona Cankr-IlerepOypra.



4.3 TPUHIOHUIBI OGECHEYEHUA HH®OPMAIIMOHHOM BE3OITACHOCTHA

OGecrneuenre MHGHOPMAIIMOHHONW 0€30MaCHOCTH, JAOHKHO OCYIIECTBISITBCS B COOTBETCTBUU
(610] CJICI[YIOH_II/IMI/I OCHOBHBIMUA HpI/IHHI/IHaMI/II

HpI/IHIII/Il'[ 3aKOHHOCTH

[Tpu BBIOOpPE MEPOIPHUATHI MO 3aIIUTe WHPOPMAINH, JOJDKHO COOIIONATHCS JIEHCTBYIOIIEE
3aKOHOMATENbCTBO Poccuiickoit deaepanuu B chepe 3anuThl HHPOpMAIUH.

Bce paOoTHHKM AOMKHBI UMETh IMPEJCTaBICHHE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHHS
B cdepe 3amuThl HHPopMaruu. [IporpaMMHo-anmnaparueie cpeacTsa, npuMmensemsie B I'BJIOY n/c
Ne32 Tlpumopckoro paitona Cankt-IleTepOypra, HODKHBI UMETh COOTBETCTBYIOLIUE JIUIICH3HH,
ounuanbHO MPHOOpPETaThCss y MPEACTaBUTENCH pPa3pabOTUYMKOB ATHUX CPEICTB WIIU SIBISATHCS
WHTEJUIeKTYanbHOM coocTBeHHOCThIO ['BJIOY 1/c Ne32 [Tpumopckoro paitona Cankr-IlerepOypra.

IIpyHUMI CMCTEMHOCTH

[Tpu co3MaHUU CUCTEMBI 3alUTHI JOJKHBI YUHUTHIBATHCSA AKTyallbHBIC YIPO3bl 0€30MMaCHOCTH
uH(pOpMAIK, BO3MOXHBIE OOBEKTHI W HANpaBIEHUS aTaKk HA HEE CO CTOPOHBI HAPYIIUTEIICH.
Cucrema 3amMTHl JODKHA CTPOUTHCS C YYETOM HE TOJNBKO W3BECTHBIX KaHAJIOB YTEUKHU
uH(OPMAIIMU, HO M C YYETOM BO3MOXXHOCTH TMOSIBIICHUS HOBBIX YSI3BUMOCTEH B IMPOTPAMMHOM
obecreyeHnH.

ITpuHIMTT KOMILIEKCHOCTH

KomiuiekcHOE HMCHoIb30BaHUE CPEICTB 3aLIUThl MH(OpMAIMK MpeanosaraeT corlaCOBaHHOE
IIPUMEHEHNE MPH IIOCTPOCHUH LIEJOCTHOM CUCTEMBI 3aLIUTHI, IIEPEKPHIBAIOIIECH BCE CYLIECTBEHHBIE
yrpo3bl 6e30nacHOCTH MH(OpManMy. 3amuTa J0JKHA CTPOUTHCS 3IIesIOHHpoBaHO. Pusmueckas
3alUTa JOJDKHA 00eCreunBaThesl PU3NIECKUMU CPEICTBAMH U OPTaHU3AIOHHBIMU MEPaMH.

[Tpu mocTpoeHnn, BHEAPEHUH U AKCILTyaTalliy CUCTEMBI 3allIUTHl HHPOPMAIIUH PYKOBOICTBO
I'BAOY n/c Ne32 Ilpumopckoro paiiona Cankr-IletepOypra oGecneunBaeT YyCIOBUS AJs
3QQEeKTUBHON KOOpJMHAIMK JEHCTBUH BCEX JIHI, OO0ECIEUYMBAIONINX HWH(MOPMALMOHHYIO
0€301MacHOCTb.

IIpuHIMTT CBOEBPEMEHHOCTH

Pa3zpaboTka cucremsbl 3alIUThl MHGOPMALMU JIOJDKHA BECTHUCH MapajlIeNIbHO C pa3paboTKoH
U UHQOPMAIMOHHOM  CHCTeMbl. JTO TMO3BOJIUT  ydecTb TpeOoBaHUS  0E30MACHOCTH
OpU TPOEKTHUPOBAHUM APXUTEKTYphl M, B KOHEYHOM cueTe, co3gark Oonee 3(deKkTuBHbIC
I/IHq)OpMaIII/IOHHI)IG CHCTEMBI, 06na)1a}01une A0CTAaTOYHBIM YPOBHCM 3allIUIICHHOCTH.

HpHHIIHl'[ NMpEeEMCTBEHHOCTH

[TocTosiHHOE COBEpIIEHCTBOBAHUE MEpP M CPEICTB 3allUThl HHPOPMAIlMU HAa OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX pEUICHUH, KaJpOBOrO COCTaBa, aHalIM3a
(YHKIIMOHUPOBAHUS HWH()OPMAIMOHHBIX CHCTEM W CHCTEMBI €€ 3alllUThl C Y4E€TOM HW3MEHEHUH
B METOAAaX M CpeAcTBax IepexBaTa HMH(OpPMAIMKM, HOPMATHUBHBIX TPEeOOBaHWI IO 3alluTe
uHpopmanuu.

IpuHIUN J0CTATOYHOCTH

CooTBeTcTBHE YPOBHSA 3aTpar Ha obecrnedyeHre nHOOPMAIIMOHHONW 0€30MacHOCTH U IIEHHOCTH
MH(OPMAIIMOHHBIX PECYPCOB Ha BEIMUMHY BO3MOXKHOTO yIIepOa OT UX pa3mIallieH s, YHUYTOKEHUS
U HUCKAXCHUS. I/ICHOHBSYCMBIC MCpPBI U CPCACTBA 3alIUTHI I/IH(bOpMaHHI/I HC JOJDKHBI YXYAIIATb
HPTrOHOMHYECKHE MMOKA3aTeNId KOMIIOHEHTOB MH(OPMAIIMOHHBIX CUCTEM.

HpI/IHIII/Il'[ OTBETCTBCHHOCTH

BosnoxxeHue 0TBETCTBEHHOCTH 3a o0ecredeHne 6e30MacHOCTH HHPOPMaIuU U ee 00paboTKu
Ha KaXJOro padOTHWKA B Tpeneiax €ro IMOJHOMOYHMHA. B COOTBETCTBMM € 3TUM NPHHIUATIOM
pacripenesieHle MpaB U 00s3aHHOCTEH pPaOOTHUKOB CTPOUTCS TaKUM 00pa3oMm, 4TOOBI B Cilydae
J000Tr0 HapyIIeHUs: ObLT U3BECTEH HAPYLIUTEb.

IIpyHUKMI 000CHOBAHHOCTH M TEXHUYECKOW Peaiu3yeMoCcTH



WNHdopMaimoHHbIe TEXHOJIOTUH, TPOrPaMMHBIE U MPOTrPaMMHO-aNIMapaTHbIe CPEeCTBA, MEPHI
3aIUTHl MH(POPMAIMH JIOJDKHBI OBITh PEaM30BaHBI [0 COBPEMEHHBIM DPEIICHUSM, 0OOCHOBAHEI
C TOYKHU 3pCHUA NOCTHIKCHUSA 3aJaHHOTO YPOBHA 3alIUIICHHOCTH I/IH(bOpMaI_[I/II/I 1 DKOHOMHUYECKOM
1e7eco00pa3HOCTH, a TaKXKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHHUSIM
1o 6e30MacHOCTH UH(POPMALIUH.

IpuHuun npogeccuonajmzma
Peamuszanus mep 3ammthl MHGOpPMAIMM M SKCIUTyaTalUsl CPEACTB 3aIUThl MH(GOpMaLUU
JIOJKHA OCYHIECTBIATHCS MPO(ECCHOHAIBHBIMU CIELUATUCTAMHU.

[TpuBreueHue crielnaIn3uPOBAHHBIX OPraHU3alMi K pa3paboTKe CPe/ICTB U peaau3alund Mep
3amuThl UHGOPMAIIMH, TOATOTOBICHHBIX K KOHKPETHOMY BHUAY JEATEIHHOCTH MO OOCCIICUYCHHUIO
0e30macHOCTH MH(GOPMAIIMOHHBIX PECYpPCOB, UMEIOIIMX OMBIT MPAKTHYECKON padOThl U JTUICH3UU
Ha [PaBO OKa3aHUs YCIYT B 3TOH o0nacTu.

HpI/IHIII/Il'[ MHMHMUMMU3AIIUHA l'lpI/IBI/I.TIel"I/Iﬁ noJb30BaTejiei

OOGecnieueHue MOIb30BATENCH MPUBWICTUSIMUA MUHUMAJIBHO JOCTATOYHBIMU JIJIs1 BBITIOJIHEHUS
MMH CBOMX JOJDKHOCTHBIX oOsi3aHHocTed B I'BJIOY n/c Ne32 Ilpumopckoro paitona CaHKT-
[TerepOypra.



4.4 OCHOBHBIE TPEBOBAHMUA 110 3AIIIMUTE UH®OPMAIIU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3alllUThI I/IH(bOpMaLII/II/I AO0JDKHa IMpeAyCMarpuBarb KOMIIJICKC OpraHU3allMOHHBIX,
HPOrPaMMHBIX U MTPOTPAMMHO-AMIAPATHBIX CPEJACTB U MEp IO 3aliuTe WH(OpPMAIUK B MpoIecce
ee 00paboTKH.

BrimonHenue TpeOOBaHMIA TOCTUTASTCS 32 CUET peaau3aluy Ha 00beKTax MH(OpMATH3AINH
Mep 10 3aIuTe HHHOPMAIUU:

uAeHTU(PUKAIIMY U ayTeHTU(PUKAIIMY CyObEKTOB JOCTYyIa U 00BEKTOB JOCTYIIA;
YIPaBICHHUIO JOCTYIOM CYOBEKTOB JOCTyNA K 0ObEKTaM JOCTYyIa;

OTPaHUYEHUIO TPOrPAMMHOM Cpeibl;

3alUTe MAUTMHHBIX HOCUTENIEH MEePCOHANBHBIX TaHHBIX;

perucrpanuu coobITHI 0€30MaCHOCTH;

AHTUBUPYCHOM 3alIUTE;

00HapyKEHUIO BTOPKECHHIA;

KOHTPOITIO (aHANM3Y) 3alUIIIEHHOCTH TIEPCOHANIBHBIX JaHHbIX;

00ecIeveHuo 1eJI0CTHOCTH HHPOPMALIMOHHOM CUCTEMBI U TIEPCOHANIBHBIX JaHHBIX;
00ecIeveHnI0 JOCTYITHOCTH MEePCOHATbHBIX TAaHHBIX;

3aIUTHI CPEbl BUPTYAIU3AIIHH;

3aIUTHl TEXHUYECKUX CPEJICTB;

3alUThl UHHOPMAITMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Mepeaayn JaHHBIX;
BBISIBJICHUIO MHIIUJCHTOB U pearupoBaHUE HA HUX;

YIpaBJICHHUIO KOH(i)HpraHHCﬁ I/IH(I)OpMaI_[HOHHOﬁ CHCTCMbI n CHUCTCMbI 3alIUThI
NEPCOHAIBHBIX JAaHHBIX.

I'BAOY n/c Ne32 Ipumopckoro paiiona Cankr-IlerepOypra, kak oOiagarens HHPOPMAIHH
OrPaHMYCHHOTO IOCTYIA, IPU OCYIIECTBICHUN CBOMX MPaB 0053aHO:
COOJTIO/IaTh MTpaBa U 3aKOHHBIEC MHTEPECHI MHBIX JIHII,
NPUHUMATH HEOOXOMMBIC MEPHI 10 3aIuTe HH)OpMAIIHH;

OTpaHMYMBaTh JIOCTYNl K MH(pOpMAlMM, ecid Takas OO0S3aHHOCTh YCTaHOBJIEHA
3aKkoHoAarenscTBOM Poccuiickont deneparuu.

B tom uncne I'BJIOY n/c Ne32 IIpumopckoro paitona Cankt-IleTrepOypra, BipaBe eciu HHOE
HE IIPE1yCMOTPEHO 3aKOHOIaTeNNbCTBOM Pocculickon denepanuu:

pasperiaTh Wik OrpaHUYUBAaTh JOCTYI K UH(OPMAIIUU, OPEENATh MOPSAIOK U YCIOBUS TAKOTO
JOCTYTIA;

MCIIOJIb30BaTh HH(OPMAIMIO, B TOM YHCJIE PaCIpOCTPAHSThH €€, 10 CBOEMY YCMOTPEHHUIO;

nepenaBarb HMH(OpPMALMIO JIpyrMM JIMIIaM HAa YCTaHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit denepanuu OCHOBaHUH;

3alUIIATh YCTaHOBICHHBIMH 3aKOHOAATeNbCcTBOM Poccuiickoit denepanuu crocodaMu cCBOU
IpaBa B ciIy4yae HE3aKOHHOTO IMOJIydeHus: HH(GOpMAIK WU €€ HE3aKOHHOTO MCIIOIb30BaHUsI HHBIMU
JULAMU;

OCYILECTBIATh HMHbIC JEWCTBUS ¢ HMH(OpMAIMENd WIM pa3pelarh OCYIIECTBICHHE TaKUX
JNeNCTBUI, eciau OTH JeHCTBUS He MpoTuBOpeyar ¢eaepaibHbIM 3aKOHAM U JIPYTUM
HOPMaTUBHO-IIPAaBOBBIM akTam Poccuiickoit dexepanuu.

3ammra MHQOpPMAIMM  OTPAHWYEHHOTO  JIOCTyNa MpPEACTaBiIsieT CcOOOW  MpUHSATHE
OpraHU3aIMOHHBIX U TEXHUYECKUX MEp, HallPaBJIEHHBIX Ha:

coOmofieHNe KOH(MUICHIMATBHOCTH HH(POpMaluu (UCKIOUYEHHE HEMpPaBOMEPHOIO JOCTYIa,
KOITMPOBaHMS, TPEAOCTABICHHS UM PACIIPOCTPaHEHHs MHPOPMALIUH);



o0ecriedeHne  LEIOCTHOCTH nHpopMaIuu (uckirOueHMe
HEMPaBOMEPHOTO YHUUTOKCHHS WIIH MOAUDUITMPOBaHUS HH(DOpMAITHN);

pea3aIuio pasa Ha JIOCTYN K HHPOPMaIUH (UCKIIOUSHHE HETPaBOMEPHOTO OJIOKHMPOBaHUS
UH(POPMAITUH).

CpencTBa 3amuThl HHPOPMAIIMKM BHEAPSIOTCS MO pe3y/bTraraM IMPOBEACHHS OLIEHKHA PUCKOB
nH(pOpMaITMOHHOM O€30MTaCHOCTH.

Opranuszanus 3ammMThl HHGopMaun

IIpu opranmzamuu B I'BJIOY n/c Ne32 Ilpumopckoro paiiona Cankt-IlerepOypra 3ammrsl
uH(OPMAIUH, TOJHKHBI BRITOMHATHCA TpeboBanus PenepanbHoro 3akona ot 27.07.2006 Ne 149-03
«O6 uHpopmanuy, HHPOPMALMOHHBIX TEXHOJOTUSX U O 3alluTe HHPOpPMALUHU», KOTOPbIE
PEryAUPYIOT OTHOILEHUS, CBSI3aHHBIE C YCTAHOBJIEHHMEM, MU3MEHEHUEM M IPEKpAIICHUEM PEXHUMa
00paboTku 3ammuiaeMoir mHpopManuu. B Tom umcie TpeboBaHMS O 3amuTe WH(pOpMAIuuU, HE
COCTaBJISIIOIEH TOCYIapCTBEHHYIO TaiHY, COAEp)KaIIelcss B rOCYIapCTBEHHBIX WH(POPMALMOHHBIX
cucreMax yrBepxkacHHbIe mpukazoM PCTOK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepKIeHUH
TpeOoBaHu 0 3amuTe HH(pOpMaIMK, He COCTABIAIONIEH TOCYIapCTBEHHYIO TaifHY, colepiKalieics B
rOCyAapCTBEHHBIX MH(GOPMAIIMOHHBIX CHUCTEMaxX» AJI FOCYAapCTBEHHBIX WH()OPMAIMOHHBIX CUCTEM
o koropeiM ['BJIOY n/c Ne32 TIpumopckoro paitona Cankr-IlerepOypra siBisercst Omeparopom.

B T'BJAOY n/c Ne32 Tlpumopckoro paiiona Cankr-IleTrepOypra moMumo pead3aiuu
OCHOBHBIX M€p 3alUThl HH()OPMAIIMU OCYIIECTBIISCTCS:

peryinspHas OLEHKa M  YIOpaBJIeHME pUCKAaMM  MH(POPMALMOHHOW  0e30macHOCTH
B COOTBETCTBHUH C YCTAaHOBJIECHHBIMU IIPOLEAYpPaMHU B 00J1aCTH yIIPaBICHUS PUCKAMU;

uH(OPMUPOBaHUE, oOy4eHue u MOBBIIICHHE KB (DUKALIAT pabOTHUKOB
I'BAOY nm/c Ne32 Ilpumopckoro paiiona Cankr-IlerepOypra B cdepe wunHpOpMannOHHON
0€30I1aCHOCTH;

METOAMYECKass IOMOIIL pPAaOOTHHKAM B BOIpocax oOecredeHus WH(OOPMAIMOHHON
0€30I1aCHOCTH;

aHaJIN3 ¥ IIOMCK BO3MOKHOCTEH 1O ITOBBIIICHUIO YPOBH: 3alIUIICHHOCTHU I/IH(bOpMaI_[I/II/I.

Jns opranuzanuu 3amuTsl nHGopManuu, ['BAOY a/c Ne32 IIpumopckoro paiiona CaHKT-
[lerepOypra BmpaBe MPUMEHATH CPEICTBA M METOJAbl TEXHHUYECKOW 3aIIUThl, MPEANPUHUMATH
JIpyrue, He MpOoTHUBOpeYallne 3akoHoAarenbcTBy Poccuiickoit @enepannu, Mepsbl.

B pamxkax obecneueHust 3amuThl UHGOPMAIMK, B paMKaX TPYAOBBIX OTHOIIEHUH HEOOXOAUMO
03HAKOMUTH MO POCIHUCh PAOOTHUKOB, TOCTYI KOTOPBIX K MH(OpPMAIMU OIrpaHUYEHHOIO JIOCTYIIA,
HEOOXO/IUM ISl BHIIIOJIHEHUS! UIMU CBOMX JIOJDKHOCTHBIX OOSI3aHHOCTEH, C MepeyHeM MH(pOpMaIuu
orpaHuueHHoro naoctyna, u npuHiateiMu B I'BJIOY na/c Ne32 Ilpumopckoro paitona CaHKT-
[TerepOypra Mmepamu 3alUThl HHQOPMALIHH.

Oco0eHHOCTH 321HUTHI EPCOHATBbHBIX JAHHbBIX

[Tpu opranuzamuu odpadotku B I'BAOY 1/c Ne32 [Ipumopckoro paiiona Canxr-IletepOypra
MEPCOHANBHBIX JaHHBIX HEOOXOJMMO PYKOBOJICTBOBaThcs TpeOoBaHUsIMHU PDenepaabHOro 3aKOHa OT
27.07.2006 Ne 152-®3 «O nepcoHaIbHbIX JaHHBIX).

[Tepeuens mep, BbinosnHeHHe KoTopbix obecneunBaer ['BJIOY n/c Ne32 [Ipumopckoro paiioHa
Cankr-IlerepOypra B kauecTBe ornepaTopa NepcoHaIbHBIX TaHHBIX, JOJKEH BKIIOUATh:

HazHauenue B ['BJIOY n/c Ne32 Ilpumopckoro paiiona Cankr-IlerepOypra oTBETCTBEHHOTO 3a
OpraHu3aIio 00pabOTKH MEPCOHATBHBIX TaHHBIX;

pa3paboTKy JOKYMEHTOB, OMPENEISIIONINX MpaBUia B OTHOIIEHUH 00pabOTKH MEePCOHATBHBIX
nauabix B I'BAOY n/c Ne32 Ilpumopckoro paiiona Cankrt-IlerepOypra, TOKaabHBIX aKTOB IO
BOMpOcCaM 00pabOTKHU MEPCOHATBHBIX JTaHHBIX;

NPUMEHEHHE OPTraHM3alMOHHBIX M TEXHHYECKMX Mep MO0 OOECIeueHHI0 0e30IacHOCTH
NEPCOHAJBHBIX JaHHBIX B COOTBETCTBHU CO crarbeil 19 ®DenmepanpHoro 3akona or 27.07.2006
Ne 152-@3 «O nepcoHalbHBIX JaHHBIXY;



BBINOJIHEHHE TPEOOBAHUH MO COCTABY M COIEP)KAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKHX MEp
Mo 00eCTeUeHUI0 0€30TMaCHOCTH TMEPCOHATBHBIX JAHHBIX MPU MX 00paboTKe B MHGOPMAIIMOHHBIX
CUCTEMAaX NEPCOHANbHBIX NaHHbIX YTBepKAEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpKIEHUM COCTaBa M COJEpPXKAHMUA OPraHU3aLMOHHBIX M TEXHUUYECKUX Mep IO
oOecriedeHn0 0€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX NpU UX 00paboTKe B MH(OPMALMOHHBIX
cUCTeMax IepCOHAIbHBIX JaHHBIX);

OLIEHKY Bpe€a, KOTOPbIM MOXeT ObITh NPUYUHEH CYObEKTaM IE€pPCOHAJIBHBIX JaHHBIX
B ciyuyae HapymeHuss @exepanpHoro 3akoHa Ne 152-D3, cooTHOIIEHHE YKa3aHHOTO Bpenaa
U NPUHUMAEMbIX OIIEPATOPOM Mep, HAINPABICHHBIX Ha OoOECledYeHUE BBIIOIHEHUS O00A3aHHOCTEH,
IpeycMOTpeHHbIX PenepalibHbIM 3akoHOM Ne 152-D3;

o3Hakomiienne pabornukoB I'BJIOY n/c Ne32 Ilpumopckoro paiiona Cankr-IlerepOypra,
HEMOCPEJCTBEHHO OCYILECTBIAIOMMUX OOpabOTKy MEpPCOHAIBHBIX [JaHHbBIX, C IOJIOKEHUAMHU
3akoHOnarenbcTBa Poccuiickoii deepannu 0 NEpCOHANBHBIX TaHHBIX, B TOM YMCIIe TPeOOBAHUAMU
K 3alllMTe NMEePCOHAIBHBIX JAHHBIX, IOKYMEHTaMHu, onpeaensonmmu Tpedosanus ['BIOY n/c Ne32
[Tpumopckoro paiiona Cankt-IletepOypra B OTHOIIEHHH 0OpabOTKH MEPCOHATBHBIX TAHHBIX U
oOydeHue, pu HeoOXOAUMOCTH, YKa3aHHbIX pAOOTHHUKOB.

Oo0ecrieueHue 0€30IaCHOCTH MNEPCOHAJIbHBIX JaHHBIX JOCTUI'ACTCs, B YaCTHOCTHU!

ONpe/ieIeHUeM  Yrpo3 W Hapymurened  Oe30MacHOCTH — MEPCOHAJbHBIX  JTAaHHBIX
npu uX 00paboTKe B MH()OPMALMOHHBIX CHCTEMaX MEePCOHAIBHBIX JTaHHBIX;

ONpEACICHUEM YPOBHS  3alIUILIEHHOCTH IEPCOHAJBHBIX JAHHBIX B  COOTBETCTBHUHU
¢ TpeboBanusamu [locranosnenus [IpaBurenscrBa Poccuiickoit ®deneparuu ot 01.11.2012 Ne 1119
«O0 yrBepkneHHH TpeOOBaHMH K 3allUTE€ TMEPCOHAIBHBIX JAaHHBIX TIpU HUX 00paboTke
B MH(OPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX);

NPUMEHEHHEM MPOILIESIIINX B YCTAHOBICHHOM IOPSAKE IMPOLEIYPY OLIEHKH COOTBETCTBUS
CpPEeZACTB 3alIUThI HH(OpMaLnu;

OIICHKOHM A((EKTUBHOCTH MPUHUMAEMBIX MEp I10 3allUTe MMEePCOHATBHBIX JaHHBIX 10 BBOJA
B 9KCIUTyaTalUI0 HH(POPMAIIHOHHOM CHCTEMBI IIEPCOHAIBHBIX JaHHBIX;

BOCCTaHOBJICHHEM MEPCOHANBHBIX JaHHBIX, BCIEACTBHUE MOJYYCHUS HECAHKI[MOHUPOBAHHOTO
JIOCTYTIAa K HUM,;

YCTAaHOBJIEHHEM IMpaBWJI JOCTyla K TEpCOHAJbHBIM  JIaHHBIM, 0OpabaThiBaeéMbIM
B HMH(pOPMALMOHHBIX CHUCTEMaX IE€PCOHAJIBHBIX JAaHHBIX, a TaKKe OOECHeYeHHEM perucTpanuu
U y4yeTa BceX JEeMCTBUIA, COBEpIIAaEMbIX C IEPCOHAIbHBIMU JAHHBIMU B HH()OPMALIMOHHBIX CHCTEMaX
MIEPCOHAJIBHBIX TAHHBIX;

KOHTPOJIEM 3a IIPUHUMAEMBIMHA MEPAMH 10 3aLUTE NEPCOHAIBHBIX JAHHBIX U OIPEIEICHHOIO
YPOBHSl 3alllMIIEHHOCTH WH()OPMALMOHHBIX CHUCTEMax IMEpPCOHAIbHBIX JMJAaHHBIX B Ipolecce
€€ DKCIUTyaTaluu.



45 OCHOBHBIE TPEBOBAHMS K HPOHECCAM OBECIIEYEHUS
NHO®OPMAIIMOHHOM BE3OITACHOCTH

Metonuueckoe pyKOBOJCTBO, pa3pabOTKy pelIeHui Mo 3amure HHPOpMAaIiH, COTTIacOBaHHUE
BbIOOpA CPEJCTB BBIYMCIUTENBHON TEXHHUKH, MPOTPAMMHBIX U MPOTpaMMHO-aNNapaTHbIX CPEICTB
3amuThl UH)OPMAIIUK, OPTaHU3AIKUIO PA0OT TIO BHISBICHHUIO BO3MOXXHOCTEH W MPEIyNpPEKICHUIO
YTeYKH U CBOMCTB 3aluIaeMoil HHQpOpMAIMK, aTTecTaluio OObEKTOB HH(pOpMaTU3aINU
OCYIIECTBIIIFOT KOMIIETEHTHBIC CTPYKTypHbIe Tozapasznenenus ['BIOY n/c Ne32 IIpumopckoro
pationa Cankr-IlerepOypra.

Pduznyeckas 0e30NMaACHOCTD

[IpuHsATHIE OpraHU3allMOHHBIC U TEXHUYECKHE Mephl 10 3amuTe nomerieHuit ['bJIOY a/c Ne32
[Tpumopckoro paiiona Cankrt-IleTrepOypra, cepBepHOro M KOMMYTAIMOHHOTO 00OpYIOBaHMA,
AaBTOMATHU3UPOBAHHBIX PabOYMX MECT Mosib3oBarenieil nHpopMannoHHbix cucteMm ['BJIOY nerckmit
can Ne32 xomOunmpoBanHoro Buaa IIpumopckoro paiiona Cankr-IlerepOypra oOecneunBaroT
pean3alyio CIeAYOUX Mep I0:

pasrpaHu4eHuo aoctyna padotHukoB B nmomenieHus ['bJIOY n/c Ne32 IIpumopckoro paiiona
Cankr-IleTepOypra B COOTBETCTBHH C UX MOJHOMOYHUSIMHU U JOIKHOCTHBIMH OOsI3aHHOCTSIMU,

peructpanuu (HakToB Bxona paOOTHUKOB B TIOMEIIEHHS B KOTOPBIX BeAeTCS 00paboTka
[IEPCOHAJIBHBIX JTAHHBIX;

KOHTpoNupyeMomy npedbiBanuto nocroponHux auil B 'BJIOY n/c Ne32 IIpumopckoro paitona
Cankr-IlerepOypra B mOMemIeHHsI, B KOTOPBIX BelAeTcs 00paboTka MH(OpMALUK OTPaHUIEHHOTO
JOCTYyIa U pa3MeIIeHbI afnaparHble cpeicTBa HHGOPMAIIMOHHOMN CHCTEMBI;

OpraHHU3aIMH PeKHUMa KOHTPOIUPYEMOT0 BHOCA/BBIHOCA CPECTB 00paOOTKH HH(POPMALIUH.

[Tomemenuss I'BJIOY n/c Ne32 Ilpumopckoro paitona Cankt-IlerepOypra HOMKHBI OBITH
000pyIOBaHbl JCTEKTOPAMHU OTHSA M JbIMA, OTHETYIIMTENISIMH, CUCTEMaMH KOHIUIIMOHUPOBAHUS
BO3/yXa, CPEJCTBAMH OXPaHHO-TIOKAPHON CUTHAIN3ALINY.

OcHoBHOe cepBepHOe U KomMmyTanmoHHoe obopynoBanue ['BIOY n/c Ne32 IIpumopckoro
paiiona Cankr-IlerepOypra JODKHO OBITH 3alIUINEHO OT TMEpPeOOCB B IMOja4e AICKTPOIHEPTHH
yTeM MHOAKIIOYEHUSI K DJIEKTPOCETH C MPUMEHEHHEM HCTOYHHKOB OecrepeOOMHOro MUTaHus U
pe3epBHOro au3enb-reHeparopa. VMcrouHukn OecrniepeOONHOro MUTAaHUS HEOOXOAMMO DETYIISPHO
TECTHPOBATh U MPOBEPATh YHOIHOMOUEeHHBIM paboTHukaM ['BJIOY n/c Ne32 Ilpumopckoro paiiona
Cankr-IlerepOypra B COOTBETCTBUH C PEKOMEHIALUSAMHU TPOU3BOAUTETIS.

[TopraTuBHBIE = TEXHWYECKHWE CpEICTBA HE JOJDKHBI  OCTaBaThCsAd 3a  MpeAesaMu
koHTposupyemoit 306l ' BIIOY n/c Ne32 TIpumopckoro paitona Cankr-IlerepOypra 6e3 KOHTposs
co croponsl pabotHukoB 'BJIOY n/c Ne32 IIpumopckoro paitona Cankr-IletepOypra.

be3onacHocTb Ha paﬁoqu MeCTe

3anpemaeTcs1 BECTHU 3aIlMChb naponeﬁ B OTKPBLITOM BHAC Ha MAaTCpHAJIbHBIX HOCHUTCIIA,
3a UCKIIFOUCHHUEM CJIYUYACB, PCITIAMCHTUPOBAHHBIX METOAOB XpaHCHHU.

JlokyMeHTBl ¥ HOCUTENH ¢ HHGOpMAIHMel OTrpaHHYEeHHOTO IOCTyMa IOJKHBI YOHpAaThCs
B oreyarbiBaeMble MecTa (ceddsl, mkapsl u T.I.), mpu yxome C pabodero Mecra.
Ha aBromarusupoBanHoMm pabouem mecte [lonb3oBarenst pabodas ceccusi JOKHA OBITH MPEpBaHa,
paboumii ctonm 3a0noKupoBaH. Bxom monp3oBarenss B CHCTEMY HE JIOJDKEH BBITIOTHSATHCS
ABTOMATHYECKH.

I[OKyMCHTBI, coacpikalue I/IH(bOpMaI_II/IIO OrpaHUYCHHOTO JOCTYyIla, HOJI?KHBI CPa3y U3BIMATHCA
U3 IIeHaTarommx yCTpOfICTB. JIJ'IH YTUJIA3aluu KOH(l)I/I)IeHI_[I/Ia.]'H)HI)IX JAOKYMCHTOB, JOJI’)KHBI
HCIIOJIB30BATbCA YHHUYTOXUTCIN OOKYMCHTOB HC HUKC 4 YPOBHA IO CTAHOAPTY 6C3OHaCHOCTI/I,
MNPUMCEHACMOMY K YHUYTOXHUTEIAM JOKYMCHTOB.

[Ipyu wcnonb30BaHMM MOOWJIBHBIX TEXHHYECKHX CPEICTB HEOOXOAMMO  COOJIOAaTh
JOTIONTHUTEIbHBIE MEphl MO PErIaMEHTAIlMd W KOHTPOJIO HCIOJIh30BaHHUS B HMH(DOpPMAMOHHON
CUCTEME MOOHMITbHBIX TEXHUYECKUX CPEJICTB.



Haxoxnenue mnpeacraBuTeneil OPUIMYSCKUX JHUI[ B pPaMKaX HWCIOTHEHHUS JIOTOBOPHBIX
00513aTEeNIbCTB B TOMEIICHUSIX B KOTOPBIX BEJETCs 00padoTKa MH(OPMAIIMKM OTPAHMYCHHOTO JOCTYIIa
UH(POPMAITMOHHOW CUCTEMBI, BO3MOXKHO TOJBKO B compoBokaeHun padotauka ['BJIOY n/c Ne32
ITpumopckoro paiiona Cankr-IlerepOypra gomyIeHHOro 10 00paboTKH Takol HH(OPMAIIIH.

Pa3menienne TeXxHHUEeCKUX cpeacTB BbiBojna mHopMaiuu B nomerieHusx ['BJIOY n/c Ne32
ITpumopckoro paiiona Caunkr-IlerepOypra nmpou3BOAMTCS C YYETOM MCKIIIOUEHHS] BO3MOXKHOCTU
BHU3YyaJbHOTO MPOCMOTpa HH(GOPMAIIMK ITOCTOPOHHUMH JIMIIAMH U paOOTHUKAMHM, HE JTOMYIIEHHBIM K
pabore ¢ nanHOI nH(pOpManHEH.

TexHuueckue cpeacrtBa MOOJDKHBI pasMellarbCd W XPAaHHUTBCA TaKHUM 06pa30M, YTOOKI
COKpAaTuThb BO3MOKHBIHM PHUCK IMOBPEKACHHA U YT'PO3bl HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA.

Texunuyeckoe 00c/ay;KMBaHUE 000PY10BaAHMS

Texunueckue cpeacrBa ['BAOY a/c Ne32 [Ipumopckoro paiiona Casnkt-IleTepOypra T0KHBI
MPOXOJUTH HA PETYISIPHON OCHOBE CEPBUCHOE OOCITY)KHBAHHE B COOTBETCTBHH C PEKOMEHIAIUSIMU
MIPOM3BOAUTENICH 000PYIOBaHUS.

Pemont wu CCPBHUCHOC 06CJ'Iy>I(I/IBaHI/I€ O60py,Z[OBaHI/I${ JOJDKHBI  BBIITIOJIHATHCSA  TOJIBKO
KBaJII/I(l)I/IIII/IpOBaHHI)IMI/I cricnuajanucraMu.

TexHuueckoe o00cIyXKHBaHHE OOOpPYIOBAaHUS CTOPOHHUMHU OpraHHU3AlMSIMM HE JOJIKHO
IPUBOJIUTH K PUCKY HAPYILIEHUS KOH(DUACHIMAIBHOCTH 3aLUIaeMON HH(OpMaLIUH.

B3aumoeiicTBHe ¢ TpeTbUMH JIHIAMU

B nemsx obecneuenus mHbopmarmonHnoit 6ezonmacHoctu ['BJIOY n/c Ne32 Ilpumopckoro
pariona Cankrt-IletepOypra npu B3aUMOACHCTBUU C TPETHUMHU JIUIAMHU JOJKHO BBINOIHITH
CJEIYIOLUE MEPONIPUSTHS MO:

3aKJIIOUCHUIO CONNIaAlICHUSA O HEpa3ITIallCHUHU I/IH(i)OpMaI_II/II/I OrpaHUYCHHOI0 O0CTYyIla
HOHy‘lGHHOﬁ B XO4€ UCIIOJIHCHUA OOTOBOPHBIX O6$I3aTeJII)CTB;

OCYILECTBIICHUIO KOHTPOJSL 32 JECUCTBUSIMHU TPEJICTABUTENICH KOHTPAreHTOB B IIpeesax
koHTponupyemoit 30861 [ BIOY 1/c Ne32 Ilpumopckoro paiiona Cankt-IlerepOypra.

YupasieHue ;KU3HEHHbIM HUKJIOM MH(POPMAIIMOHHBIX CHCTEM

Meponpusartus B mpoiiecce KU3HEeHHOTo Iukia nHpopMannoHHbex cucteM ['BIIOY n/c Ne32
[Tpumopckoro paitona Cankrt-IlerepOypra 1oymkHBI OBITH HaIlpaBlIEHbl Ha OOECIEUEHHUE 3alIUThI
UH(pOPMaIUH TIPU BBOJIE B ICHCTBHE, IKCILTyaTalluy, COTPOBOXKACHUU M MOJIEPHU3ALIMH, BBIBOJA U3
IKCILTyaTaluu.

OcHoBaHMeM TIpu pPa3pabOTKe HH(POPMALMOHHBIX CHCTEM [JOJDKHBI SIBJISTBHCS pPELICHUS
OpUHATBIE Ha cTaguu (OpMHpOBaHUS TpeOOBaHMMU, coiepxkaliue TpeOOBaHUS B TOM 4YHCIE
10 CHCTEME 3aIIUThI HHPOPMAaLIUH.

Jlro6oe miuanupyeMoe K BHEAPEHUIO U3MEHEHNE NH(POPMAIIMOHHON CHUCTEMBI NTPEIBAPUTEIILHO
JOJDKHO ~ OBITh  IPOAHATU3UPOBAHO HA  COBMECTMMOCTb M OTCYTCTBHE  HapylIeHHH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPECTB 3aIIUThl HH(POPMALIUH.

PaGotet mo wmonepHH3anMu HHPOPMAIMOHHON CHUCTEMBI, B TOM YHCJIE€ IO YCTaHOBKE
MIPOrPaMMHOTO OOecTieueHusI 1 OOHOBJICHUI, TOMHKHBI TPOBOJIUTHCSA B HEpabodee BpeMsl IIA BpeMs
HaWMEHbIIIEH paboveii Harpy3KH.

[Ipu BbIBOAE W3 OKCIUTyaTalUud HWHGPOPMAIIMOHHBIX CHCTEM JIOJDKHO OOECIeunBaThCs
rapaHTHUPOBaHHOE yJalieHue o0padarsiBaeMoi U XpaHUMOM B HUX MH(OPMALIMU C UCIIOIb30BaHUEM
CPEICTB TapaHTUPOBAHHOTO YHUYTOXKEHUS HMH(OpPMalUU WIK MyTeM (U3HMUYECKOTO YHUUYTOXKEHHUS
HOCHUTEJIeH HHPOPMAITIH.

Bce mponenypsl obecnieuenus 3amuthl uHpopmanuu, ycraHoBieHHble B ['BJIOY n/c Ne32
[Tpumopckoro paiiona Cankr-lIletrepOypra B OTHOIIEHHHM WH(GOPMAIIMOHHBIX CHUCTEM, OJIKHBI
BBITOJIHATHCSI M KOHTPOJIMPOBATHCS OTBETCTBEHHBIMM JIMIIAMH 32 OPraHU3alMI0 padoT IO 3aluTe
uH(pOopMaIu.

KonTpouas nocryna k ”HGOPpMAaLMOHHBIM CHCTEMAM



Bce paborauku I'BJIOY n/c Ne32 Ilpumopckoro paitona Cankt-IleTepOypra, nomymeHHbe K
paboTe ¢ MHPOPMAIMOHHBIMU CHCTEMaMH HECYT TEPCOHAIBHYIO OTBETCTBEHHOCTH 3a HAPYIICHHS
YCTaHOBJICHHOTO MOpsiKa 00paboTK1 HHPOPMAITUH.

YpoBeHb MMOJHOMO4YMIA TMONib30BaTeNss B WHpopMmanuoHHOW cucreme [BJOY n/c Ne32
[Tpumopckoro paitona Cankr-IlerepOypra IOMKEH OINPENENsAThCS B COOTBETCTBHH C  €r0
JOJ?KHOCTHBIMH O6$I3aHHOCT$IMI/I.

Hoctyn monw3oBareneit k umHpopManmoHabiM cuctemam ['BJIOY n/c Ne32 IIpumopckoro
paifona CankTt-IlerepOypra A0OKEH KOHTPOJUPOBATHCS aJIMUHUCTPATOPOM HH(POPMALIMOHHOM
CHUCTEMBI.

OcyliecTBIEHUE PETYISIPHOTO KOHTPOJISL BBINOJIHEHUS OpPraHU3al[MOHHO-PACIOPSAIUTENbHBIX
JIOKYMEHTOB, Kacaloluxcsl pernameHTanuu aomnycka padoraukoB ['BJIOY n/c Ne32 Ilpumopckoro
paiiona Cankr-IlerepOypra k HHPOPMAITHOHHBIM CUCTEMAM.

HNpentuduxanus 1 ayTeHTUPUKALMUSA

,Z[OCTYH MOJIb30BaTelIei K I/IH(i)OpMaL[I/IOHHHM CUCTCMaM JOJDKCH MPCAOCTABIATHCA TOJIBKO
IIOCJE YCIICIIHOI'O 3aBEPIICHUA I/I,I[GHTI/I(l)I/IKaI_[I/II/I, aYTeHTI/I(l)I/IKaHI/II/I.

HOJ’Iy‘leHI/IC IIOJB30BaTCjI€cM HMCHH B HH(l)OpMaHHOHHOfI CUCTCMC M IIapoJIsd, KOTOPBIC
00eCcreunBaroT AOCTYII K HH(l)OpMaHHOHHOﬁ CUCTCMEC, NOJDKHO OCYHICCTBIIATHCA 110 IPCACTABICHUTIO
PYKOBOAUTEIIA CTPYKTYPHOI'O ITOAPA3ACIICHU.

Yupasienue 10CTyIIOM

B KoMuTeT mOmKHO OCYIIECTBISTHCS YIpPaBIE€HUE JOCTYIIOM K MH(MOPMAIMOHHON cHUCTEME
MOCPENICTBOM pealln3alliid HEOOXOAWMBIX METOIOB, THUIIOB M IPAaBHJ pa3rpaHUUYCHHs JOCTyIa
nonbp3oBarensiM uHpopmanuonnoit cucrembl ['BIOY g/c Ne32 [Ipumopckoro paitona CaHKT-
[TerepOypra. B Tom umcie obecrnieyeH 3alIMIICHHBIA YIAJEHHBIH JAOCTYN CyOBEKTOB JOCTyMa K
00BEeKTaM JI0CTyIa Yepe3 BHEUTHHE HH(POPMALIMOHHO-TEIEKOMMYHHUKAIMOHHBIE CETH.

Bbe3onacHocTh npu padore ¢ HocuTeasIMHA HHGOPMALIMH

Pa6ornuku [I'BJAOY n/c Ne32 [Ilpumopckoro paitona Cankr-IletepOypra momxKHBI
UCIIOJIb30BaTh TOJBKO YYTEHHBIE ChEMHbBIE MAIlMHHBIE HOCUTENIU MH(OpMALUU NSl BBINOJIHEHUS
CBOMX JIOJDKHOCTHBIX oOOsi3aHHOCTe. lcmonbp3oBaHMEe CBHEMHBIX MAIMHHBIX  HOCUTENEH
uHpopmaruu B I'BJIOY n/c Ne32 Ilpumopckoro paiiona Cankrt-IlerepOypra B MHBIX I€JIIX CTPOTO
3alpelieHo.

CpemHbIe MallIMHHBIE HOCUTENN HH(POPMAIIUH TOJDKHBI XPaHUTCS B OIleUaThIBaeMbIX IIKadax,
B [IOMELIEHUIX B KOTOPBIX MIpeIycMOTpeHa o0paboTka MHPOPMALIUKU OTPaHUUEHHOTO JOCTYTIA.

B CJIydac KpaXu UK MOTECpHU CbEMHOTI'O MAIIMHHOI'O HOCUTECIIA I/IH(l)OpMaHI/II/I, a TaKXXC MHBIX
WHIOUJICHTOB, KOTOPBLIC MOI'YT HPHUBCCTU K HAPYIICHUIO CBOMCTB I/IH(I)OpMaI_II/II/I OTpaHUYCHHOTO
A0CTyNa, JOJLKHBI IPOBOANTHECA MCPOIIPUATHS 110 paCCICA0OBAHUIO TAKNX HHIIUJICHTOB.

[Tpu BBIBOZIE M3 3KCILTyaTallMM CbEMHOI'O MAIMHHOTO HOCUTEN MH(OpManuu, BCe JaHHBIE,
XpaHsAIIMecs Ha HeM, JOJDKHBI ObITh ylaleHbl ONpeNelIeHHON KOMHUCCHEH M3 uucia paOOTHUKOB,
CPEICTBOM I'apaHTUPOBAHHOTO YHUUYTOXKEHUS HH(OPMAIUH.

@akT yHUYTOXKEHUS UHPOpMAIMM HAa CBHEMHOM MAIIMHHOM HOcUTele UH(pOopMaluu
¢ukcupyercs B akTe 00 YHHUYTOXKEHHMM HMH(OpMAlMM CO CHEMHOIO MAIIMHHOTO HOCHUTEJNS
uH(pOpMaIIH.

Perucrpanus codbITHii

B T'BAOY n/c Ne32 Tlpumopckoro paitona Cankrt-IleTepOypra momkHa OCYIIECTBIATHCS
perucTpamnuu COOBITHI 0€30MacHOCTH Ha BCeX KOMIOHEHTax uHpopmanuoHHbIX cucteM ['BJIOY
netckuit can Ne32 xombunupoBanHoro Buja IIpumopckoro paitona Cankr-IlerepOypra, B KOTOpbIX
oOpabarbiBaeTcs 3amuinaeMas HHGoOpMaIus.

AHTHBHPYCHAasl 3a1IUTA

B nmensax oOHapyxeHUss M ycTpaHEHHUs BpeloHOCHBIX mnporpamm B I'BJIOY ng/c Ne32
[Tpumopckoro paiiona Cankr-lIlerepOypra IOMKHBI HCIOJIB30BaTbCsl CPENICTBA AHTHUBUPYCHOM



3alUTH UH(OpPMAILIHH.

OO0s13aTeTbHOMY KOHTPOIIO CPEACTBOM aHTUBUPYCHOW 3almUThl HMH(YOpPMALMK JIOJDKHA
nojmexkarb Jo0as wmHbopMmanus (TeKCToBble ¢aiiabl Mr0O0BIX (GopMaToB, (aiyibl JTaHHBIX,
ucrnonHsieMble (aiyibl), Toay4yaemas W TepeAaBaeMas IO JIOKaJbHOW BBIYMCIUTEIBLHOW CETH
B TOM 4YHCIE W CETSIM OOIIEro TMOJB30BaHMs, a TaKKe WHPOpPMAIUs, XpaHUMasi HAa CHEMHBIX
MAaIIMHHBIX HOCUTEISX HH(pOpMAaLIUK.

[Ipu ycTaHOBKEe MNPOrpaMMHOrO oOecreueHHsi WIM €ro OOHOBJCHHS Ha CEBEpHOE
o0opyi0BaHHE JOJKHA aBTOMATHYECKU BBINOJIHATHCS IPEABAPUTEIbHAS IPOBEPKAa JAHHOTO
IIPOrpPaMMHOI0 00€eCIIeueH s Ha OTCYTCTBHE BPEIOHOCHOTO IIPOrPAMMHOI0 00ECIICUCHHSI.

OO6HoBiieHne 0a3 CUTHATYyp AJIsi CPEACTBAa AHTHBHPYCHOW 3alIUThl MH(OpMALMU JOJKHBI
OOHOBIIATBCS €XKEITHEBHO.

[Tonb3oBarenu oe3 npaB aJIMUHHCTpATopa UHPOPMALMOHHON CHCTEMBI
I'BAOY n/c Ne32 TIlpumopckoro paitona Canxr-IletepOypra He OKHBI MMETh BO3MOXKHOCTB
HOJYYSHHUS IOCTYTIA K KOH(PUTYpalluy aHTUBHPYCHOTO CPE/ICTBA 3aLUTHI HIIH €r0 OTKIFOYCHHUS.

KOHTpOJIb 3AIMUIIECHHOCTH MEPCOHAJIBHBIX TAHHBIX

B 1ensx MCKIFOYCHHS AKCILTyaTallid YSI3BUMOCTEH MPOrPaMMHOIO OOECHCUCHHS JOJDKHBI
MPOBOMUTCS pPabOTHl 10 BBISIBICHUIO, aHAJIW3y VYSI3BUMOCTEH WHQPOPMAIIMOHHON CHCTEMBI
U OIICPaTHBHOC YCTPAaHCHHWE BHOBb BBISBJICHHBIX Ys3BUMOCTEH. B TOM wumcne opraHusanus
KOHTPOJISI YCTAHOBKM OOHOBIICHUS TIPOTPAMMHOTO OOECIEUeHHUsT BKIIOYAs CPEICTB 3aIIUTHI
uHpopmauu.

Hcnoab3oBaHHe MPOrpaMMHOI0 odecrnedeHnst

Brei6op mporpamMmHoro obecrneueHus s mpou3BOACTBeHHBIX HYxI ['BJAOY ng/c Ne32
[Tpumopckoro  paiiona Cankr-IlerepOypra AOKeH NPOU3BOAUTHCS B NPHOPUTETE K
OTEYECTBEHHOMY, BHECEHHOro B EIMHBIA peecTp PpOCCHUCKUX MPOrpaMM [UIsl 3JIEKTPOHHBIX
BBIUMCIIUTENFHBIX MallMH W 0a3 JaHHBIX. B ciiygae oTcyTcTBUs aHanmora B EaWHOM peectpe
POCCUMCKUX MporpamMmm TS 3IIEKTPOHHBIX BBIYHCIIUTEIBHBIX MalIuH
u 0a3 JJaHHBIX JIOMYCKAETCS MCIOJIb30BaTh IMPOTPAMMHOTO  OOECIEYeHHE HMMIIOPTHOTO
MPOU3BOJICTRA.

Hcnosb3oBanue cpeacTB KPUNTOrpagUYeCKo 321U ThI HHpOpManuu

Obecnieuenne 3auMThl HHHOPMALUK OTPAaHUYEHHOTO JIOCTYNA OT PACKPBITUS, MOTUPHUKALINN
U HaBs3bIBaHMS (BBOJA JIOKHOW HHGpOpMalMM) Npu ee nepenade (IMOArOTOBKE K Iepenade)
[0 KaHajaM CBSI3M, HMEIOIIUM BBIXOA 3a Mpeaesibl KOHTPOIUPYEMOM 30HBI 0OECedMBaeTCs
INPUMEHEHHUEM CPEJCTB KpUNTOrpaduiuecKoi 3Tl HHPOPMALIUH.

[Tpuobperenue cpenacts kpunrorpaguueckor 3amuTel uHGopmaumu ['BIAOY n/c Ne32
[Tpumopckoro paiiona Cankr-IletepOypra ocyuiecTBiasieTcss Ha OCHOBaHMM JIOTOBOPOB U
KOHTPAKTOB C JIMLIaMU HMeromuMu AeictByromyto nuuensnto ®Chb Poccun Ha ocymiecTBieHue
NeSITeIbHOCTH MO pa3paboTKe,  HPOM3BOACTBY,  PAcCHpOCTPAaHEHHIO  HIM(POBAIBHBIX
(kpunrorpauuecKkux) CpeAcTB, UH(POPMAIMOHHBIX CHUCTEM U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM,
3alUIIEHHBIX C MCIOJIB30BAaHUEM IU(POBAIBHBIX (KpUOTOTpapHUUECKUX) CPEACTB, BBHITOIHEHUIO
pabot, okazaHWIO ycIayr B obOnactu mudpoBaHus HHGOPMAIUU, TEXHHUYECKOMY OOCITYKHBAHUIO
mudpoBaIbHBIX (xpunTorpau4ecKux) CPEICTB, MH(POPMALTMOHHBIX CUCTEM "
TEJIEKOMMYHUKALIMOHHBIX ~ CHCTE€M,  3allUIIEHHBIX C  HCIOJb30BAHUEM  IIH(PPOBAIBHBIX
(kpunTorpaMuecKux) CpeACTB (32 HCKIIOYEHMEM Cilydas, €ClIi TeXHHYecKoe OOCITy)KHBaHHE
I PPOBATBHBIX (kpunrorpadudecKux ) CPEJICTB, MH(OPMAITMOHHBIX CUCTEM
U TENEKOMMYHHUKAIIMOHHBIX CHCTEM, 3alUIIEHHBIX C HCIOJIb30BaHUEM  IIU(POBAIBHBIX
(xpunrorpauUecKuX) CpEeACTB, OCYIIECTBIAETCA M OOecrneueHusi COOCTBEHHBIX HYXK]
IOPUJINYECKOTO JIUIA WU UHUBHIyaTbHOTO MPEANPUHIMATENS).

B umemax opranuzanuu u oOecriedeHUMH Teperadyd HMH(OpMAnMM 10 KaHajdaM CBS3U
C HCIOJBb30BAaHUEM CPEICTB KpUOTOrpaduyeckon 3auuThl MHPOpPMAIMK, a TaKkKe BBITOJHEHUS
muueH3noHHbIXx TpeboBanuit @Cb Poccunm B I'BJIOY n/c Ne32 Ilpumopckoro paiiona CaHKT-



[TerepOypra nomxeH ObITh CO3/1aH OpraH KpUNTOrpapuUeCKOi 3alUThI.

[Topraneuble pemenuss I'BJAOY n/c Ne32 Ilpumopckoro paitona Cankr-IlerepOypra c
BO3MOXKHOCTBIO JIOCTYIA C CETei OOLIero Mojib30BaHUs JIOJKHBI B IPUOPUTETE pa3padaTbiBaTbCs C
OpraHM3aIell 3alMIIeHHOr0 KaHalla MOCPEICTBOM MPOTOKona TLS ¢ mommep:kkoil airopuTmMoB
I'OCT 34.10.

Hcnonb30BaHue 3IEKTPOHHOM MOYThHI

DNeKTpoHHasi ToduTa JoJpbKHA ucronb3oBarbess B ['BAOY n/c Ne32 Ilpumopckoro paiioHa
Cankr-IlerepOypra ¢ 1enpl0 OpraHW3ald  OOMEHAa JJICKTPOHHBIMHU COOOMICHUSMHU MEXIY
pabOTHUKAMU M CyObeKTaMu MH(OPMAIIMOHHON O€30TTaCHOCTH.

HpI/I HCII0JIb30BaHUH 3J'ICKTpOHHOI71 IIOYTHI 3aITPCIIacTCA:

oOMeH uHpopMarueit A cayeOHOro MoJb30BaHus, a TaKke HHPopMallel OrpaHnYeHHOTO
JOCTYTIA;

MPENOCTABIICHUE JOCTYIA K IEKTPOHHOM ITOYTE C UCMOJb30BAHUEM JAHHBIX CBOEH YYETHOU
3aIKMCHU TPETHUM JIMLIAM;

HY6J'II/IKaI_[I/IH CBO€TO CJ'Iy>KC6HOFO ajipeca SHGKTpOHHOﬁ IIOYTHI B JJICKTPOHHBIX Karajorax,
Ha TIIOMCKOBLIX MallMHAX MW JpYyrux pecypcax CCTHu I/IHTepHeT B ICIAX, HEC CBA3aHHBIX C
HCIIOJIHCHHUECM CBOMX AOKHOCTHBIX O6H33HHOCTCI>1;

MOJIITMCKA TI0 AJICKTPOHHOM I0YTE HA Pa3IMYHbIC PEKIAMHBIC MaTepHalibl, JUCTHI PACCHLUIKH,
SJIEKTPOHHBIE KYPHAIBI M T.JI., HC CBS3aHHBIC C BBITOJHEHHUEM IIOJIb30BATENIEM JOKHOCTHBIX
00513aHHOCTEH;

OTKpBbITHE (3allyCK Ha BbIMONHEHUE) (HANIOB, MOITYYEHHBIX IO DIEKTPOHHON MOuTe
WIM U3 pecypcoB cetu VHTepHer, 0e3 npenBapuUTEIbHOW NPOBEPKHM HMX aHTHUBUPYCHBIM
MIPOrPaMMHBIM 00€CTIeYeHHEM.

Pabora B ceTsix 0011€r0 NMOJIL30BaAHUSA

I'BAOY ngerckuit cam Ne32 xomOunupoBanHoro Buga IIpumopckoro paiiona CaHKT-
[TerepOypra octaBisieT 3a co00il MpaBo OJIOKUPOBATH WJIM OTPAHMYMUBATH TOCTYI PAOOTHUKAM K
CeTAM CBSI3U OOIIEro MOJIb30BaHUs, B TOM uucie ceTh VIHTepHeT, cofepkaHne KOTOPbIX HEe UMEET
OTHOIIEHHUS K UCIIOJTHEHHUIO JIOJKHOCTHBIX 00sI3aHHOCTEH, a Takke K MH(POPMallMOHHBIM pecypcam,
COIECpKaHUE W  HAIpPABIEHHOCTb KOTOPBIX 3allpeIleHbl 3aKOHOAATENbCTBOM  Poccuiickoin
denepanuu.

HNudopmarus o nocemaemsix paboraukamu ['BJIOY n/c Ne32 Ilpumopckoro paitona CaHKT-
[TerepOypra nHOpMaAIIMOHHBIX PECYPCOB MPOTOKOJIIMPYETCS JUIsl MOCIENYIOIEro aHajlu3a |, Mpu
HEOOXOJMMOCTH, MOXKET OBbIThb NpPEICTaBICHAa PYKOBOIUTENSAM CTPYKTYPHBIX IOJApa3ieeHui, a
takxke pykoBogutento I'BJIOY n/c Ne32 ITpumopckoro paiiona Cankr-IlerepOypra ans KOHTpoIs.

HpI/I HUCIIOJb30BaHUU CCTHU I/IHTepHeT 3allpeIICHO:

ucnonp3oBark mnpenoctraBneHHblii ['BJIOY nmerckuit cag Ne32 koMOMHHMPOBAHHOTO BHIA
[Tpumopckoro paitona Cankt-IlerepOypra qoctyn B ceTb IHTEpHET B TMUHBIX LENSIX;

HCIIOJIb30BaTh HCCAHKIIMOHHUPOBAHHEBIC IMPOTPaAMMHBIC U ITPOrpaMMHO-AMIapaTHbIC CPCACTBA,
MO3BOJIAOMIUC MMOJTYYUTDb HecaHKHHOHHpOBaHHBIﬁ AOCTYII K CCTH I/IHTepHCT;

nyOJMKOBaTh, 3arpyXarTb M pPaclpOoCTPaHATh Marepuaibl COAEp)Kallhe HEI0CTOBEPHYIO
undopmaruio o ['bJIOY nerckuii cax Ne32 komOuHMpoBanHoTro BHaa [Ipumopckoro paiiona CaHKT-
[TerepOypra, a Takxe panscuduuuponars cBoit [P-agpec.

Pe3epBHO€ KOIMUPOBAHUE U BOCCTAHOBJICHUE JAaHHBIX
OCYU.ICCTBJ'ICHI/IC PE3CPBHOIO KOMMPOBAHUA JOJLKHO OCYIICCTBIIATHCA AJIA:

uHpopMaruu  oOpabaTbiBaeMON Ha  (aiiJloBOM cepBepe M cepBepe  NPUIIOKEHHH,
MH(OPMAITMOHHOMN CHCTEMBI;

pabounx MecT aMUHUCTPATOPOB UH(DOPMALIMOHHON CUCTEMBI.
Yacrtora U pexuM pEe3epBHOTO KOMHPOBAHMS YCTAHABIMBAIOTCA TaKUM oOOpa3oM, 4YTOOBI



00ecreYnThb MHUHUMAJIbHYIO IIOTCPIO JAHHBIX U ONICPATHUBHOC BOCCTAHOBJICHHUC.

Hactpoiika pe3epBHOTO KOMUPOBAHHUS ¥ BOCCTAHOBICHHUS PECYPCOB HH(POPMAIMOHHBIX
cucreM ['BAOY n/c Ne32 Ilpumopckoro paiiona Cankt-IleTrepOypra m0MKHBI TPOBOAUTH
ynonaomoueHHble pabotHuku ['BJIOY n/c Ne32 [Mpumopckoro paiiona Cankr-IlerepOypra.

PezepBHOEe  KOmMUpOBaHWE JIOMDKHO  OCYHIECTBISATHCS B~ ABTOMATHYECKOM  pEXHME
C TNPUMEHEHUEM OTEYECTBEHHOI'O CIIELUAIU3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOIMMPOBAHUSA
C JCUCTBYIOIIMM CEpTU(UKATOM COOTBETCTBUSA IO TpeOOBaHHUSIM O€30mMacHOCTH WH(POPMALUU
OCTIOK Poccun.



4.6 OCHOBHBIE TPEBOBAHMS K IPOHECCAM YIIPABJIEHUSI
NHOOPMAIIMOHHOMU BE30OITACHOCTbBIO

MonuTtopunr nHGpopManuoOHHOMH 0€30aCHOCTH

Ha mocrosiHHOM OCHOBE JODKEH MPOBOAMTHCS KOMILICKCHBIM aHAN3 (YHKIMOHUPOBAHHS
uHpopmarmonnoir cuctemsl ['BJIOY n/c Ne32 Ilpumopckoro paiiona Cankrt-IlerepOypra wu
BO3HHKAIOIIUX COOBITUI MH(OPMAIIMOHHOI 0€3011acHOCTH.

[Iporiecc MOHMTOpPWHIA CHUCTEMBI OOecrieueHUs] MH(POPMAIIMOHHONW O€30MacHOCTH JIOJIKEH
BKJIIOYaTh B c€0s KOHTPOJb OPraHU3allMOHHBIX M TEXHWYECKMX Mep MO 3aliuTe HH(pOpMaluy,
aHaJIM3 apaMeTpoB KOH(UTYpALIMU U HACTPOUKH CPEACTB 3aLIUThl HH(OPMALIUH.

IIpn mpoBeneHUM KOHTPOJIBHBIX MEPOIPHUATUMN, CBA3aHHBIX C OLIGHKOM peall3auuu Mep
no 3amurte uHbopmanuu B 'BAOY nerckuii cam Ne32 komOuHMpoBaHHOTO BHaa IIpumopckoro
paiiona CankT-IlerepOypra, ynoaHOMOYEHHBIC PAOOTHHKYU JOKHBI MPUICPKUBATHCS CIIETYIONTIX
MIPUHIIUIIOB:

He Hapymark ¢yHKimoHupoBanue aestenbHOCTH ['BIOY n/c Ne32 Ilpumopckoro paiona
Cankr-IletepOypra;

JIEIICTBOBAaTh B COOTBETCTBHUM C YTBEP)KIECHHBIMU OpIraHU3allMOHHO-PACHOPSAUTEIbHBIMU
nokymentamu  ['BJIOY n/c Ne32 Ilpumopckoro paitona Cankr-IletepOypra mno 3amute
uH(popMaIuy;

HE CKpBIBaTh (DAKTHI BBISIBIEHHBIX COOBITHI MH()OPMAIMOHHOM O€30MTaCHOCTH;

0(QOpMIIATH OTUYETHI, HOATBEPKIAIOLINE BBINOJIHEHNE MEPOIPUITUHN 110 3aIIUTE HHPOPMALIUHU.

Wudpopmanus, moilyueHHass B XOA€ IPOBEACHUS KOHTPOJIUPYIOIIMX  MEpONPUATUI
0 JIEHCTBUSIX, COOBITUSAX M MapaMmeTpax, MMEIOIIMX OTHOLICHME K peaju3ald Mep IO 3aluTe
uH(poOpMaIMK, JOHKHA KOHCOJIMAUPOBATHCS U XPAHUTHCS B MECTaX, MCKIIIOYAIOLIUX IOJy4yeHUE
K HEll HECAaHKLIMOHUPOBAHHOTO JOCTYIIA.

MOHHUTOPUHT JaHHBIX O 3apErUCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHOHN Oe3omacHoCTH
JIOJKEH TPOBOAMUTHCS, 110 BO3MOYKHOCTH, C MCIIOJIb30BAHUEM CHUCTEMbl MOHUTOPHHIA MHLUJCHTOB
UH(POPMALIMOHHONW 0€30MaCHOCTH MM BCTPOEHHBIX MEXaHU3MOB HACTPOMKHM M ayAuTa COOBITUH
B IIPOrpPaMMHBIX W IPOrpaMMHO-aIapaTHBIX CPEICTBaX, HCHOJIb3YeMbIX B HH(OpPMalMOHHON
undppactpykrype I'BJIOY n/c Ne32 [Ipumopckoro paiiona Cankr-IlerepOypra.

YupasJienue pucKkaMu

OmnpeneneHre BHYTPEHHHX TpeOOBaHMU MO 3amure MH(OpMalMM, AOJKHBI OCHOBBIBATHCS
Ha pe3ylbTarax IPOBEJEHUS aHaiKh3a PHUCKOB HApYIIEHHUsS OCHOBHBIX CBOICTB 0€30MaCHOCTH
i uHGopmamoHHbIX pecypcoB I'BJIOY n/c Ne32 [Tpumopckoro paitona Cankr-IletepOypra.

OCHOBOi OLIEHKH PUCKOB JOJDKHA OBITh OIIEHKA YCIOBUN M (DaKTOPOB, KOTOPbIE MOTYT CTaTh
NPUYHHON HApYIICHHUS IEITOCTHOCTH, KOH(PUICHIIMATFHOCTH U JOCTYITHOCTH TSI HH()OPMAIIMOHHBIX
pecypcoB I'JIOY n/c Ne32 ITpumopckoro paiiona Cankr-IlerepOypra.

PesynbTaroM npoBeleHMs aHATU3a PUCKOB JIOJDKEH OBITh pa3paOOTaHHBIA KOMIUIEKC Mep,
HaIIPaBJIICHHBIX HA CHIKEHHWE BO3MOYKHOIO HETaTHBHOIO BIIMSHUS HAa OCHOBHYIO JIE€ATEIBHOCTH
Komuter npu peanuszanuu Toi MM MHON yrpo3bl 6€30MaCHOCTH MH(OPMAIMK U 00€CTIeunBaIOIINX
B JJaJIbHENIIIEM IOCTaTOYHBIM ypoBeHb 3aluieHHoCcTH nHpopManmonubix cucteM I'B/IOY n/c Ne32
[Tpumopckoro paiiona Cankr-IlerepOypra.

YnpasieHue HHIMICHTAMH HHPOPMAIMOHHOH 0€3011ACHOCTH

Jnist oGecniedenust 3 PeKTUBHOTO pa3pelieHnss HHIIMACHTOB MH(OpMaIIMOHHON 0€30MacHOCTH
B I'BAOY n/c Ne32 Ilpumopckoro paiioHa Cankr-IlerepOypra, MUHUMHU3ALKUK TOTEPh U
YMEHBUICHUS PUCKA BO3HUKHOBEHMS IIOBTOPHBIX HHIMJIECHTOB JOJDKHO  OCYLIECTBIIATHCS
yIpaBieHHe HHIUAECHTaMH HH(POPMaLMOHHON 6€30MacCHOCTH.

Jlns ynpaBieHuss MHUMACHTaMH HHQOPMALMOHHOW O€30macHOCTH JOJDKHA OBbITh CO3[aHa
ci1y>k6a MOHUTOPHHTA M pearupoBaHUs HAa MHLIUACHTHI MH(POPMALMOHHOW 0€30MaCHOCTH, KOTOpast



MIOCPEJICTBOM KOMIUIEKCA CPEICTB M MEpPONpUATHI ans cOopa M KOHCONMMIAIMU HH(OpManuu
00 MHIMJCHTAX pellaeT JaHHYIO 3ajady. B OTHOIIEHMM Ka)I0ro MpOM3O0LIEINIEr0o MHLUICHTA
pabOoTHUKAMH U3 CIY)KObl MOHHTOPMHTAa M pEarupoBaHMsl Ha WHIMIACHTH HH(POPMAIIMOHHOU
0€30I1aCHOCTH JJOJKEH BBIIIOIHATHCS €r0 aHalu3, U pa3paboTka 3((EeKTUBHBIX MEp pearupoBaHUs
Ha JaHHBIM NHIHAJICHT.

AyauT cucrembl obecniedeHusi HHGpoOpMannoOHHOM 0e30aCHOCTH

B mensx omeHKM TeKymero ypoBHs HH(popmarmonHoi Oe3omacHoctu ['BJIOY n/c Ne32
[Tpumopckoro paiiona Cankr-IlerepOypra Ha peryjisipHOW OCHOBE JOJDKCH IPOBOAUTHCS ayIHT
UH(POPMAITMOHHOW 0€3011aCHOCTH.

BHyTpennue aynuThl TOKHBI BhIMONHATHCS paborHukamu ['BIOY n/c Ne32 Ilpumopckoro
paiiona Canxt-IletepOypra. B uuncno 3anad, pemaemblx HpU IIPOBEIEHUM BHYTPEHHUX aylUTOB
UH(POPMAITMOHHOW O€30MaCHOCTH, BXOIAT:

cOOp W aHaJIM3 MCXOAHBIX IAHHBIX OO0 OPraHU3alMOHHON M (YHKIMOHAIBHOH CTPYKTYpe
MH(POPMALMOHHBIX CUCTEM, HEOOXOAUMBIX Il OLIEHKU COCTOSHUS CUCTEMBI 3alllUThl HH()OpMALIUH;

AQHAJIN3 YTBEP)KICHHBIX OPraHU3ALMOHHO-PACIOPSAUTEIBHBIX JOKYMEHTOB IO 3allluTe
UHOPMAIIUN Ha TIPEAMET UX MOJHOTH U 3((HeKTUBHOCTH, a Takke (GOpMUpOBaAHHE PEKOMEHIAIHIA
0 UX J0pabOTKe WM pa3padOTKU HOBBIX;

obocHoBaHMe (UHAHCOBOM J(PPEKTHBHOCTH BHOBH TNPHOOPETACMBIX CPEICTB 3alIUThI
uH(popMaIuy;

NpOBEpPKa MPaBWIBHOCTH BBIOOpA W HACTPOWKH CPEACTB  3alWThl  HWH(OpMAIuy,
dbopmMupoBaHue MPeIOKEHUHN 10 UCTIOIH30BAHUIO UMEIOLTUXCS CPENICTB 3alUThl HHPOPMALIUU TS
TIOBBIIIICHHUST YPOBHS HAIE&KHOCTH W Oe3omacHOCTH WHPopManmuoHHBIX cucteM ['BJIOY nm/c Ne32
[Tpumopckoro paiiona Cankt-IlerepOypra;

aHaJlu3 OTYETOB MO MPOU3OLICAUIMM HHUUAECHTAM HH(POPMALMOHHOW 0e30MacHOCTH
Y IPUHATBIM MEpPaM I10 UX Pa3pelCHUIO.
IToBbIlIeHHE 0CBEIOMJIEHHOCTH PA0OTHHKOB

B pamkax opraHuzandd = KOMIUIEKCHOTO TMPOTHUBOACUCTBHUS  yrpo3aMm 0€30MacHOCTH
uHpopmaruu, ucxomasumM oT padorHukoB I'BJIOY nerckuii cam Ne32 KOMOMHUPOBAHHOTO BHUA
IIpumopckoro paiioHa Cankr-IlerepOypra JTOJKHA ITOCTOSIHHO MOBBIIIATHCS
UX OCBEJOMJICHHOCTH B 00JIaCTH 3alIUTHl HHPOPMAIIHH.

[Tosbrmenne ocsenomienHoctu pabotaukos I'BJIOY n/c Ne32 Ilpumopckoro paitona CaHKT-
[TeTepOypra ocyriecTBiseTCs:

no cymectByrommM B ['BJIOY n/c Ne32 Tlpumopckoro paitona Cankt-IlerepOypra
OpTraHU3aIMOHHO-PACTIOPSAUTENFHBIM TOKYMEHTAM;

no npumensembiM B I'BJIOY n/c Ne32 Ilpumopckoro paiiona Cankt-IletepOypra mepam
3alUThl HH(OpMaIUK;

110 MpaBUJIbHOMY HCIIOJIB30BaHUIO CPEACTB 3allIUThI I/IH(i)OpMaHI/II/I.



4.7 3AKJIIOYEHHUE

[Ipn wu3MeHEeHWW EHCTBYIOIIETO 3aKoHoaarenbcTBa Poccuiickort denepanuu B o0nacTH
3amuThl UHPOPMAIIMK, a TAKXKe OpraHU3alMOHHO-PACIOPSAUTENbHBIX MokyMeHTOoB ['BAOY n/c
Ne32 Tlpumopckoro paiiona Cankt-IlerepOypra Hactosimas [lonuThka W W3MEHEHHMs K HEH
NPUMEHSIOTCS B 4YacTH, HE IMPOTUBOpEYAIECH BHOBb MPUHITHIM 3aKOHOAATEIbHBIM M HMHBIM
HOPMAaTUBHBIM aKTaM, a Takxke BHyTpeHHUM aokymeHTaM ['BJIOY n/c Ne32 [Ipumopckoro paiiona
Cankr-IlerepOypra.

Bce TpeOoBanusi, yCTaHOBIIGHHBIE JEHCTBYIONIUM 3aKOHOIATENLCTBOM  Poccuiickoi
®denepanuu, MOA3aKOHHBIMUA aKTaMH M JIOTOBOPHBIMU OTHOIIEHUsIMH, a Takke noaxon I'bJIOY n/c
Ne32 TIpumopckoro paiiona Cankt-IleTepOypra k 00eCieueHUI0 COOTBETCTBHS 3TUM TPEOOBAHUSIM
JIOJDKHBI OBITh SIBHBIM 00pa30M OIPeIeIeHbI, JOKYMEHTUPOBAHBI U MOAJICPKUBATHCS B aKTYaIbHOM
COCTOSIHUH.

I'BAOY n/c Ne32 Ilpumopckoro paiiona Cankr-lIlerepOypra B MpHOPUTETHOM HAaIrpaBICHUU
JOIDKEH  paccMarpuBarhbCs IEpPEeXo] a  IMPOrpaMMHOTO  OOECIeYeHHE  OTEUECTBEHHOTO
NPOM3BOJUTENS, BKIIOYCHHOTO B EIMHBIM PEEeCTp POCCHICKHX MPOrpaMM ISl SJIEKTPOHHBIX
BBIYHCIIATEILHBIX MalIfH u 0a3 JTAHHBIX. B TOM qHcIiIe
[0 YaCTH CEPBEPHOr0, KOMMYTAI[MOHHOTO OOOpYIOBaHHMS M TPOTPAMMHO-ANIApPaTHBIX CPEICTB
BKJIFOYCHHBIX B ETMHEBIN peecTp poCcCHIICKON paino3JIEeKTPOHHON TPOAYKIIHH.

[lepecMoTp © BHEceHHWE UW3MEHEHMH B HacTosAmlyro [lOMMTHUKY OCYHIECTBISIOTCS
Ha NEPUOINYECKON M BHEIUIAHOBOM OCHOBE.



4.8 CIIMCOK HUCITI0JIb30OBAHHbBIX HCTOYHHUKOB

1 ®enepanbublit 3aKOH oT 27.07.2006 Ne 149-®3 «O6
uHpopMaIuH, HHPOPMALMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE HH(OPMALIUN.
2  ®enepanbhblii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 371€KTPOHHOM MOATUCHY.
3 Tlocranomnenue IlpaButennctBa Poccuiickoii ®enepaumu ot 16.04.2012 Ne 313
«O0 yrBepxkaeHuu IlomoxeHust 0 TUIEH3UPOBAHUU JEATEIBHOCTH IO Pa3pabOTKe, MPOU3BOACTRY,
pacrpoCTpaHEeHUI0 MH(PPOBATBHBIX (KPUNTOrpapuuecKrux) CPENCTB, MHPOPMAIMOHHBIX CHUCTEM
U TEJICKOMMYHUKALIMOHHBIX CHUCTEM, 3allMIIEHHBIX C KCIOJb30BaHUEM IIU(POBAIBHBIX
(kpunTorpaMUecKrux) CPelCTB, BBIMOJHEHHIO PA0OT, OKA3aHUIO YCIYr B OONAacTH IM(pPOBAHUS
uH(popMaIuu, TEXHUYECKOMY OOCIYKHMBAaHUIO IH(PPOBAIBHBIX (KPUOTOrPaPUUECKUX) CPEICTB,
UH(POPMAITMOHHBIX CHCTEM U TEIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3aIUIIEHHBIX C HCIIOJIb30BAHUEM
MUGPOBANTBHBIX (KPUNTOTPpaPUIECKUX) CPEACTB (32 HCKIFOUEHHUEM CiIydas, €CIH TEeXHHYECKOE
oOciyxuBaHue IMU(POBANBHBIX (KpUOTOrpapUuecKuX) CpeACTB, HH(MOPMALMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3allMIIEHHBIX C KCIOJb30BaHUEM IIU(POBATBHBIX
(kpunTorpaMUecKux) CpeICTB, OCYIIECTBISACTCS Ui OO0ECleUYeHUs] COOCTBEHHBIX HYX]
IOPUANYECKOTO JIUIA U UHIMBUYaIbHOTO MIPEAIPUHUMATEIIS ).
4 TlocranoBnenue IlpaButenbctBa Poccuiickoii ®eneparuu ot 01.11.2012 Ne 1119
«O6 yTBepKAeHHH TpeOOBaHUI K 3allMTe IMEPCOHAIBHBIX MJAHHBIX MpU UX 00paboTke
B MH(OPMALIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIXY.
5 Ilpukaz ®AIICHU ot 13.06.2001 Ne 152 «O6 yrBepxkaenun WHCTpyKIuu
00 opraHmzanmuu u oOecreueHrH Oe30MacHOCTH XPaHEHUs, OOpabOTKH M IMepegadd 1Mo KaHajlaMm
CBSI3M C HCIIOJIb30BAaHUEM CPEACTB KpPUOTOrpaduyecKor 3amuThl HHGOPMAIMN C OTpaHUYCHHBIM
JIOCTYIIOM, HE COAEPIKAIEH CBEICHUM, COCTABIIIIOIIUX I'OCYIapCTBEHHYIO TAHY».
6 Ilpukaz @®CBb Poccuum ot 09.02.2005 Ne 66 «O0 yrBepxkaenuun IlomoxxeHus
0 pa3paloTKe, IPOU3BOACTBE, PEATH3AINY U HKCIUTyaTanuy MHu(pOBaIbHBIX (KPUITOTpahUIECKUX)
cpencts 3amuThl nHPopmanuu (ITonoxenue [TK3-2005)».
7. Ilpukaz ®CTOK Poccuu ot 11.02.2013 Ne 17 «O06 yTBepxaeHUN TpeOOBAHMIA O 3alUTe
uHbOpMallUK, HE COCTAaBISIONICW TOCYIApCTBEHHYIO  TaiiHy, colepxaileiics B
TOCYIapCTBEHHBIX HH(POPMAITMOHHBIX CHCTEMAX).
7 TIpukaz ®CTIK Poccun ot 18.02.2013 Ne 21 «OO6 yTBEpKI€HHH COCTaBa U COACPIKAHUS
OpPraHU3aIMOHHBIX U TEXHUUYECKUX Mep MO 00EeCredeHHI0 0e30MacHOCTH MEPCOHAIBHBIX JTaHHbBIX
pu UxX 00paboTke B MH(OPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX).

8 IIpuxa3z ®Cb Poccunm ot 10.07.2014 Ne 378 «O06 yrBepxkaenun CocraBa M CoAepKaHUs
OpPTaHHU3AIMOHHBIX U TEXHUYECKHX Mep M0 O0ecreyeHHI0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX
npu ux o0paboTke B WH(MOPMAIIMOHHBIX CHUCTEMaX MEPCOHANBHBIX TaHHBIX C HCIOJIb30BAHUEM
CpPEeICTB  KpUMNTOrpapuUecKo 3amuThl  HUHPOPMALUM, HEOOXOAMMBIX I  BBITIOJHEHUS
ycraHoBleHHBIX [IpaBurensctBom Poccuiickoit denepanuu TpeOoBaHUI K 3alIUTE MEPCOHATBHBIX
JTAaHHBIX
JUTSL KQXKAO0TO U3 YPOBHEH 3aIUIIEHHOCTH.

9 TOCT P 51624-2000 «3amura wuHQOpPMAIIMK. ABTOMAaTU3MPOBAHHBIE CHCTEMBI
B 3alIIUIIEHHOM HcrnionHeHuu. OO01ue TpeOoBaHUsD.

10 T'OCT P 51898-2002 «AcnexTsl 6e30macHocTH. [IpaBuia BKIIOUEHHS B CTaHAAPTHD.

11 TOCT P 50.1.056-2005 «TexHuyeckas 3ammta uH(popmaruu. OCHOBHBIE TEPMHHBI
U OIIPEICIICHUS».

12 TOCT P UCO/MDK 27001-2006 «MubopManimoHHast TEXHOJIOTHSI. MeToabl U CpeicTBa
6e3onacHocTu. CucTeMbl MeHEKMEeHTa HH(POPMAIIMOHHON O6e30macHOCTH. TpeOoBaHUs».

13 TOCT P 50922-2006 «3amuta napopmannu. OCHOBHbIE TEPMUHBI U OTIPEICICHUS .

14 TOCT P 51275-2006 «3ammra undpopmamuu. OObekT uHpopmaruzauuu. DakTopsl,
BO3/IEHCTBYIOITNE Ha HHGOopManuio. OOIIne MOIOKESHUS.

15 TOCT P HUCO/MBK TO 13335-5-2006 «HubopmaionHas TexHOIOTUSA. MeTo/bl
U cpenctBa obecriedeHus: Oe3omacHocTu. YacTe 5. PyKOBOACTBO 1O MEHEIXMEHTY O€3011acHOCTH



CeTH».

16 TOCT P HCO/TO 13569-2007 «DuHaHCOBBIE  yCayrd.  PexomeHmanuu
110 HHPOPMAITMOHHOW OE30MTaCHOCTH.

17 TOCT P NCO/MDK 27005-2010 «1adpopManimoHHas TeXHOJOTHUsI. MeTOIbl U CpeCcTBa
oOecrieduenus 6e30macHOCTH. MeHeIKMEHT prcka HHGOPMAIIMOHHOM 0€30IacHOCTHY.

18 T'OCT P UCO/M3BK 27004-2021 «1upopmanmonHas TeXHOIOTUSI. METObI U CpeAcTBa
obecriedeHus: 0€30MacHOCTH. MeEHEKMEHT HH(OPMAMOHHON Oe30macHOCTH. MOHUTOPUHT,
OIICHKA 3aIlMIICHHOCTH, aHAJIU3 U OLICHUBAHUEY.

19 TOCT P 51897-2021 «MeHemKkMeHT prucka. TepMHUHBI U OTIPEICTICHUS».

20 TOCT P 52069.0-2013 «3ammra undopmanuu. Cucrema crangaptoB. OCHOBHBIC
MTOJIOXKECHHUSI.

21 Konuenuus UH(POPMAITUOHHON 0e30macHOCTH MCIIOJTHUTENIbHBIX OpraHoB
rocynapctBenHo# Biactu Cankr-IlerepOypra ot 20.02.2023.



